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3apeructpupoBano B Munrocte Poccun 18 aBrycra 2014 r. N 33620

®EJEPAJTBHAS CIYKBA BE3OIIACHOCTH
POCCUCKOI ®EJEPALIUU

IIPUKA3
ot 10 uroas 2014 r. N 378

OB YTBEPKJIEHUU COCTABA U COJAEP)KAHUSA
OPTAHMU3AIIMOHHBIX U TEXHUYECKHUX MEP 110
OBECIHEYEHUIO BE3OIMACHOCTHU NEPCOHAJBHBIX
JTAHHBIX ITPU UX OBPABOTKE B
NH®OPMAIIMOHHBIX CUCTEMAX NEPCOHAJIBHBIX
JTAHHBIX C UCIIOJIb30OBAHUEM CPEJICTB
KPUIITOTPA®UYECKOMU 3AIUTHI HHOOPMAIIUN,
HEOBXOJIUMBIX 1151 BBINOJTHEHUSA
YCTAHOBJIEHHBIX TIPABUTEJBCTBOM
POCCHUHUCKOM ®EJEPAIIUUA TPEBOBAHUM K
SAIIUTE NEPCOHAJIbHBIX JAHHBIX JJI51 KAXKIOI'O
13 YPOBHEHN 3AHIUIIIEHHOCTH

B cootBerctBUU ¢ yacThio 4 crathu 19 ®dexnepanbHoro 3akoHa ot 27 utonst 2006 r. N 152-03 "O
MIEPCOHANIBHBIX TaHHBIX'" <1> NpUKa3bIBaIO:

<1> Cobpanue 3akoHoaarenbcTBa Poccuiickoit ®enepanuu, 2006, N 31 (4. ), ct. 3451; 2009, N 48,
cT. 5716; N 52 (u. ), ct. 6439; 2010, N 27, ct. 3407; N 31, ct. 4173, cT. 4196; N 49, ct. 6409; N 52
(a. I), cT. 6974; 2011, N 23, c1. 3263; N 31, cT. 4701; 2013, N 14, ct. 1651; N 30 (4. I), cT. 4038.

yTBepauTh mpuiaraemble CocTaB U cojAepKaHHE OPraHMU3allMOHHBIX M TEXHUYECKUX Mep IO
oOecrieyeHHI0 OE30MaCHOCTH TEPCOHANBHBIX JAHHBIX NHpU HUX 00paboTke B WMHGOPMAIMOHHBIX
cUCTeMaxX IIEpCOHANbHBIX JaHHBIX C MCIOJIB30BaHUEM CPEICTB KPUNTOrpapUuecKol 3alluThl
uHpopMaluy, HEOOXOAMMBIX JJs BBINOJHEHHs YyCTaHOBJIEHHBIX I[lpaButenscTBoM Poccuiickoit
Oenepannu  TpeOOBaHUN K 3alMTEe TEPCOHATBHBIX JAHHBIX JUISI KaXJOro U3 YPOBHEH
3aIIMILEHHOCTH.
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A.BOPTHUKOB

Ilpunoscenue
K npukasy @CB Poccuu
om 10 urons 2014 2. N 378

COCTAB U COJIEP)KAHUE OPTAHU3AILIMOHHBIX U
TEXHUYECKHUX MEP 110 OBECIIEYEHUIO
BE3OITIACHOCTHU NEPCOHAJIBHBIX JTAHHBIX ITPU UX
OBPABOTKE B UH®OPMAIIMOHHBIX CUCTEMAX
MEPCOHAJIBHBIX JAHHBIX C UCIIOJIb30OBAHUEM
CPEJICTB KPUIITOT' PA®OHUYECKOM 3AIIUTHI
UH®OPMAIINU, HEOBXOJUMBIX JJIS1
BBITTIOJIHEHUS YCTAHOBJIEHHBIX
IMPABUTEJIBCTBOM POCCUHUCKOH ®EJIEPALIUU
TPEBOBAHHNMH K 3AIIIUTE NEPCOHAJIBHBIX IAHHBIX
JIJISI KAYKZIOTO U3 YPOBHEM 3AIIIMIIEHHOCTH

. O0uIne moJ10KeHU A

1. Hacrosmuii TOKyMEHT ONPENENSIET COCTaB U COJAEPKAHNE OPTraHU3aMOHHBIX U TEXHUYECKHUX MEp
1o o0ecreyeHno 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX NMPH UX 00paboTke B MH(POPMAIIMOHHBIX
CUCTEMax MepCOHAIbHBIX JaHHBIX (fasee - nH(GOpMallMOHHAs CUCTEMA) C UCIIOJIb30BAaHUEM CPEJICTB
kpuntorpaduueckoit 3amutel uHGopMmaruu (manee - CK3U), HEOOXOAMMBIX IS BBHIMOTHEHUS
ycraHoBieHHbIX [IpaBurensctBoM Poccuiickoit @enepanun TpeOOBaHHM K 3alllUTe MEPCOHATBHBIX
JAHHBIX JUJIS1 KQX/I0T0 U3 YPOBHEH 3aIUIIEHHOCTH.

2. HacTosimuii TOKYMEHT TpeIHa3HA4YeH /I orepaTopoB, ucnonb3yromux CK3U mist obecnieuenus
0€30MacHOCTH MEePCOHATBHBIX IAHHBIX MPU UX 00paboTKe B MH(DOPMALIMOHHBIX CHCTEMAX.

3. [IpumMeHeHue OpraHMU3alMOHHBIX U TEXHUYECKUX MEp, ONPEICICHHBIX B HACTOALIEM JOKYMEHTE,
obecrieunBaeT ornepaTop € yd4eToM TpeOOBaHWI JKCIUTyaTallMOHHBIX JMokyMeHToB Ha CK3U,
UCTIONIb3yeMble Ui oOecredeHus] Oe30MacHOCTH IMEePCOHANBHBIX JAHHBIX NpU UX 00paboTke B
UH()OPMAIIMOHHBIX CUCTEMaX.

4. Okcmnyaranuss CK3W nomxHa OCyIIEeCTBIATHCS B COOTBETCTBUM C JAokyMmeHTanued Ha CK3U u
TpeOOBAaHUAMH, YCTAHOBJIEHHBIMU B HACTOSILEM JOKYMEHTE, a TaKK€ B COOTBETCTBUU C MHBIMU
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HOPMAaTHUBHBIMM [IPaBOBBIMU aKTaMU, PETYJIUPYIOLIMMH OTHOLLIEHUS B COOTBETCTBYIOIIEH 00IaCTH.

I1. CocTaB u conep:kanue OPraHUu3aAMUOHHBIX M TEXHUYECKHUX Mep,
HeO0XOIMMBIX /IJISl BHINIOJIHEHHUS YCTaHOBJIeHHBIX [IpaBuTeibcTBOM
Poccuiickoii @egepanuu Tped0OBaHUI K 3alIUTE MEPCOHAIBbHBIX
JAHHBIX ISl 4 YPOBHS 3aIIMIIIEHHOCTH

5. B cootBercTBUM ¢ yHKTOM 13 TpebGoBaHuii K 3almMTe NEepCOHANBHBIX JaHHBIX MPU UX 00paboTKe
B MH(OPMAIMOHHBIX CHCTEMax IE€PCOHAIBHBIX JAaHHBIX, YTBEPXKAECHHBIX IOCTAaHOBICHUEM
[TpaButensctBa Poccuiickoit denepannu ot 1 Hoa6ps 2012 r. N 1119 <1> (nanee - TpeboBanus k
3allMTe IMEPCOHAIBHBIX JAaHHBIX), A obOecredyeHuss 4 ypOBHS 3alUILIEHHOCTH MNEpCOHAIbHBIX
JAHHBIX TPU X 00paboTKe B MHPOPMALMOHHBIX CHUCTEMaX HEOOXOAMMO BBITIOJHEHUE CIIETYIOIINX
TpeOOBaHUI:

<1> Cobpanwue 3axkoHoaaTenscTBa Poccniickoit @enepammm, 2012, N 45, 6257.

a) OopraHusanuvsa pexuma obecrnieyeHnss 0€30IACHOCTH HOMGHlCHPIfI, B KOTOPBIX pasMCUICHa

PIH(l)OpMaI_II/IOHHaﬂ CHUCTEMA, MPpCIATCTBYOLICTO BO3MOXXHOCTH HCKOHTPOJIHUPYECMOI'O
IMPOHUKHOBCHUSA WJIN HpC6I>IBaHI/I$I B OTUX NOMCUHICHUAX JIMI, HC MMCIOIIUX IIpaBa AOCTyIla B 3THU
INOMCIICHHA

0) obecrieyeHre COXpPaHHOCTU HOCUTENEH MePCOHANBHBIX TaHHBIX;

B) YTBEPXKJICHHE PYKOBOAUTENIEM OIEpaTopa JTOKYMEHTA, ONPEIEISIONIEro MepeueHb JIMIL, JOCTYII
KOTOPBIX K MEPCOHAIBHBIM JJaHHBIM, 00paOaThIBaeMbIM B MH(GOPMAIIMOHHON CHUCTEME, HEOOXOIUM
JUISI BBITIOJTHEHUSI UMH CITY>KE€OHBIX (TPYAOBbIX) 003aHHOCTEN;

') UCIOJIb30BaHUE CPEACTB 3alUThl MH(OPMALMHU, IPOMIEIIINX MPOLEAYPY OLEHKH COOTBETCTBUSA
TpeOoBaHUAM 3aKoHoJaTenbcTBa Poccuiickoit denepannu B obnacti obecrieueHHs: 6€30MaCHOCTH
uH(popMaluu, B ciyyae, KOrja MPUMEHEHHE TaKUX CPEACTB HEOOXOAMMO [UIsl HeHTpanusauu
aKTyaJbHBIX yIPO3.

6. Jlyist BeIIOTHEHUST TPeOOBaHUS, YKa3aHHOTO B MOJMYHKTE "a" MyHKTa 5 HACTOSIIETO JOKYMEHTA,
HEOO0X0MMO 00€creueHrue pexHuMa, MPEMsATCTBYIONIEr0 BO3MOKHOCTH HEKOHTPOJIUPYEMOTO
IIPOHUKHOBEHUS WM NpeObIBaHMS B IOMEIICHUSX, I7e pasMeleHsl wucnonbdyemble CK3U,
xpansaTes CK3U u (mim) HOCUTENN KIIOUEBOM, ayTeHTU(HUIMPYIOLIeH U mapoibHO MH(opMauu
CK3U (manee - Ilomemenwusi), nwi, HE HWMEIONUX TMpaBa jgoctyna B [loMmemeHus, KoTopoe
JOCTUTAETCA ITyTEM:

a) ocHameHusi [lomeneHni BXOAHBIMU JIBEPHMU C 3aMKaMH, 00€CIIEUeHHs TOCTOSHHOTO 3aKPBITHS
nBepeit [loMeniennii Ha 3aMOK U X OTKPBITUS TOJBKO ISl CAHKIIMOHUPOBAHHOTO MPOX0/1a, a TAKXKe
orneuaThiBanus [lomemennii 1Mo okoH4YaHwu pabodero 1HsA WM oOopynoBanue IlomerieHwii
COOTBETCTBYIOLIUMH TEXHHISCKHUMH YCTpOHCTBaMH, CUTHAJIM3UPYIOIUMHU 0
HECAHKLIMOHUPOBAHHOM BCKpbITUHU [loMenieHuni;

0) yTBepkaeHus npaBui goctyna B IlomemeHuss B pabouee W Hepabodee BpeMms, a TakkKe B
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HEIITATHBIX CUTYaIUsX;
B) YTBEPKJIEHUS TIEPEYHS JIMLI, UMEIOIINX MpaBo aocTymna B [TomemeHus.

7. JIJis BBITIOJIHEHHS TPpeOOBaHUs, YKA3aHHOTO B MOAMYHKTE "0" IMyHKTa 5 HACTOSIIETO JOKYMEHTA,
HE00X0UMO:

a) OCYLIECTBISATh XPAaHEHUE ChEMHBIX MAIlMHHBIX HOCHTEJEH MEepPCOHAIBHBIX JAaHHBIX B ceildax
(Metamnueckux mkagax), oOOpYIOBaHHBIX BHYTPEHHMMH 3aMKaMH C JByMs wWid Ooiee
nyOsMKataMu KY€l M IMPHUCIOCOOJEHHSAMM JUIsl ONEYaThIBAaHMSA 3aMOYHBIX CKBAKUH WIH
KOZIOBBIMM 3aMKaMM. B ciyuae eciii Ha CbEMHOM MAIIMHHOM HOCUTENE MEPCOHAJIbHBIX JaHHBIX
XpaHATCS TOJIBKO HEepCOHalbHbIE JaHHbIE B 3amu@poBaHHOM ¢ ucnonab3oBanueM CK3U Buge,
JIOITyCKAETCsl XpaHEHUE TaKUX HOCHTENIEH BHE cei(OB (METANTMIECKUX MKA(POB);

0) OCYyIIECTBIATh MOAK3EMILISIPHBIN YUE€T MAIIMHHBIX HOCUTEJIEH MEPCOHATIBHBIX JaHHBIX, KOTOPBIN
JOCTUTaeTcs MyTeM BEACHUS KypHajla yueTa HOCUTENeH MepcoHalbHbIX JAHHBIX C UCIIOJIb30BaHUEM
pEerucTpaloHHbIX (3aBOJICKMX) HOMEPOB.

8. Jlyis BBINOIHEHHS TPEOOBaHMS, YKa3aHHOTO B MOJIYHKTE "B" MYHKTa 5 HACTOAIIETO JOKYMEHTA,
HEOOXOOUMO:

a) pa3paboTaThb M YTBEpPAUTb JOKYMEHT, OINpPEACISIOUMN MepedeHb JUL, JOCTYIl KOTOpBIX K
NEpCOHAIbHBIM JaHHbIM, OOpabaTbiBaéMbIM B HH(OPMAIMOHHON CHUCTEME, HEOOXOquM JUIs
BBITMIOJIHEHUS] UMU CITYXEOHBIX (TPYA0BbIX) 005S3aHHOCTEH;

0) moanepXKHUBaTh B aKTyaJbHOM COCTOSHUM JOKYMEHT, OINpENeNIolIUil MepedeHb JMIl, JOCTYII
KOTOPBIX K MEPCOHAJIBHBIM JTaHHBIM, 00pabaTbiBaéMbIM B MH(OPMALMOHHON cHCTEME, HEOOXO0AUM
JUIS BBITIOJIHEHUSI UMU CITyEeOHBIX (TPYA0BBIX) 00s3aHHOCTEH.

9. Jlns BbIMosHEHUs] TpeOOBAHUS, YKa3aHHOTO B MOANMYHKTE "I MyHKTa 5 HACTOALIETO JOKYMEHTa,
HE0O0XO0UMO ISl KaXK0T0 U3 YPOBHEW 3allMIIEHHOCTH NEPCOHANIBHBIX JaHHBIX puMeHeHne CK3U
COOTBETCTBYIOIIETO Kjacca, MO3BOJSIOMUX OOecreunBaTh 0€30MacHOCTh MEPCOHATIBHBIX JTaHHBIX
OpU peaau3aluy LeJeHaNpaBICHHbIX JEHCTBUI C HCIOJIB30BAHUEM amMapaTHbIX W (WJIH)
IPOTPaMMHBIX CPEJICTB C LieNbl0 HapylieHus OezomacHoctu 3amuniaeMbelx CK3M nepcoHanbHbBIX
JAHHBIX WU CO3J[aHus YCIOBUM ISl 3TOTO (7ajiee - aTaka), KOTOPOe JOCTUTACTCS TTyTEM:

a) MOJIYYCHHUSA HMCXOAHBIX JaHHBIX JJIA (I)OpMI/IpOBaHI/ISI COBOKYITHOCTH Hpe,Z[HOHO)KeHI/Iﬁ 0
BO3MOJXHOCTAX, KOTOPbIC MOI'yT MCIIOJIb30BaThbCAd MpU CO3JaHHUU CHOCO60B, IIOATOTOBKE U
IMPOBCACHNU aTaK;

0) ¢hopMUPOBaHUS U YTBEPKICHUS PYKOBOJIUTEIIEM OIEpaTopa COBOKYIMHOCTH MPEANOJIOKEHUN O
BO3MOKHOCTSIX, KOTOpPBIE MOTYT WCIIOIh30BAaThCSI TIPH CO3JaHUU CIOCOOOB, TMOATOTOBKE |
MPOBEJICHUH aTaK, M OMpPEeICHHEe Ha dTOW OCHOBE U C yUYETOM THUIIA aKTYaIbHBIX YIPO3 TpeOyemMoro
knacca CK3U;

B) HMCIIOJIb30BaHUs JJIs1 oOecrieueHus: TpeOyeMoro ypoBHsI 3aIlMIIEHHOCTH TEPCOHANBHBIX JaHHBIX
npu ux oopabotke B unpopmannonHoi cucteme CK3U knacca KC1 u Bbiie.

10. CK3U kmacca KCI mnpumeHsroTcs Ais HEWTpaau3alMM aTak, MpU CO3JaHUH CIOCOOOB,
HOJTrOTOBKE U MPOBEJCHUH KOTOPBIX UCIOJIB3YIOTCS BO3MOKHOCTH M3 YUCIIA CIEAYIOINX:

a) co3aHue croco0o0B, MOATOTOBKA U MPOBEACHUE aTak 0e3 MPUBJICYCHHS CIICIIUATUCTOB B 00JIaCTH
pa3paboTku u ananuza CK3U;
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0) co3maHue crocoOo0B, MOArOTOBKA U MPOBEACHUE aTaKk HA Pa3IMYHbIX JTanax >KU3HEHHOI'O LIUKIA
CK3H <1>;

<1> K »stanam xwu3HenHoro nukia CK3U otHOcsTCs pa3zpaboTka (MoJEpHHU3ALUs) YKa3aHHBIX
CpeACTB, UX IPOU3BOACTBO, XpaHEHHE, TPAHCIOPTUPOBKA, BBOJA B  IKCIUIyaTalUIO
(myckoHanagouHble paboThl), SKCILTyaTaIusl.

B) NpOBEJIEHHE AaTakd, HAXOIACh BHE NPOCTPAHCTBA, B MpeesiaXx KOTOPOTO OCYHIECTBISIETCS
KOHTPOJIb 3a NpeObIBaHUEM M ACUCTBHAMHU JHI M (WIM) TPAaHCIOPTHBIX CPEACTB (najiee -
KOHTpOJIMpyemMas 30Ha) <1>;

<1> TI'paHumell KOHTPOJUPYEMOH 30HBI MOTYT OBITH NEPUMETP OXPAHAEMOW TEPPUTOPHH
npeanpusaTis (yUpexaeHus), OrpakAarolre KOHCTPYKIMHM OXPaHAEMOro 3/laHus, OXpaHSIeMOil
YaCTH 3[1aHUs, BBIJCICHHOIO IOMELICHUS.

I) I[poBeAE€HUWE Ha dTanax pa3paboTKuM  (MOJEpHHU3ALMHU), MPOU3BOJACTBA, XPaHEHMS,
tparcnoptupoBku CK3U u srane BBoma B skcrutyatanuio CK3U (myckoHanamousble paboThI)
CIIEIYIOIINX aTaK:

BHECEHHE HECAHKIMOHUpPOBaHHBIX M3MeHeHUl B CK3U u (wnM) B KOMIIOHEHTHI anmapaTHBIX U
IPOTPaMMHBIX CpPEACTB, COBMECTHO C KOTOphIMH mmITaTHO ¢yHkiMoHupyor CK3U u B
COBOKYITHOCTH TmpejcTaBistomue cpeny ¢ynkuuonupoBanus CK3U (manee - Cd), koropsie
CHOCOOHBI TOBIMATH Ha BbIMONHeHUE mnpenbssisieMblx K CK3M TpeGoBaHuif, B TOM 4ucie c
HCIIOJIb30BaHUEM BPEIOHOCHBIX IIPOrpamMMm;

BHECEHHE HECAHKIIMOHUPOBAHHBIX U3MeHEeHHH B fokyMmeHTanuio Ha CK3U u komnonentsl CD;
1) IpoBe/ieHne aTak Ha dtane skcruryaranuu CK3U Ha:

MEPCOHAJIbHBIE JaHHBIE;

KIIFOYEBYI0, Ay TEHTU(DHUITPYIOIIYIO U TapoibHyto nHpopmanuio CK3U;

nporpamMmubie kKoMnoHeHThl CK3U;

annapartHbele koMnoHeHTs CK3U;

nporpaMMHblie kKomrnoHeHTsl C®D, BKiItouas mporpamMmmHoe obecnieuenue BIOS;

amnmapaTHbie KoMIoHeHThI CD;

JlaHHBIE, TIepeIaBaeMble TI0 KaHajIaM CBSI3H;

WHBIE OOBEKTHI, KOTOPHIE YCTAHOBJICHBI MPU (HOPMUPOBAHUHU COBOKYITHOCTH MPEINOJIOKEHUNH O
BO3MOXHOCTSIX, KOTOpPbIE MOTYT WCIOJB30BAThCS TP CO3JAaHHH CHOCOOOB, MOJTOTOBKE U
NPOBEICHUN aTaK C Y4YeTOM INPUMEHSEMbIX B HMH()OPMAIMOHHOW cUCTeMe WH(POPMAIMOHHBIX
TEXHOJIOTHH, ammapaTHbIX cpeAcTB (nanee - AC) u mporpammuoro obecrieuenus (ganee - [10);
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€) TOJy4YeHHE U3  HaxXOMAIUXCAi B  CBOOOAHOM  JOCTYNE€  HWCTOYHHMKOB  (BKJIIOYast
HH(}OPMaLMOHHO-TEJIEKOMMYHHUKAIIUOHHBIE CETH, JOCTYI K KOTOPHIM HE OTPaHUYEH ONpeesIeHHBIM
KPYroM JIMI, B TOM 4YHClIe€ HWHPOPMALMOHHO-TEIEKOMMYHUKAIMOHHYI0 ceTh "HHTepHer")
nHpopmanuu 00 uHPOPMAIMOHHON cucTeMe, B KoTopoi ucnonb3yercss CK3U. Tlpu sTom moxer
OBITH MOJTyueHa cieayromas nHhopMarus:

obmue cegeHuss 00 MHGOPMAIIMOHHOW cHcTeMme, B KoTtopoil ucnoibdyercs CK3W (naznaueHwue,
COCTaB, OIepaTop, 0OBEKTHI, B KOTOPBIX pa3MeNICHbI Pecypchl HHPOPMAIIMOHHON CUCTEMBI);

cBefcHus 00 HMH(DOPMANMOHHBIX TEXHOJNOTHAX, Oa3zax maHHbX, AC, I1O, ucnoms3yembix B
nHpopmanmonHoit cucreme coBMmectHo ¢ CK3UM, 3a wckiIOueHHWEM CBEIEHUM, COACPKAIIMXCS
TOJIEKO B KOHCTPYKTOPCKOM JOKYMEHTAITMK Ha HH()OPMAIIMOHHBIC TEXHOJIOTHH, 0a3bl naHHBIX, AC,
[10, ucnonb3yembie B HHPOpPMAIIMOHHOI cucteMe coBmecTHO ¢ CK3;

cojiepaHue KOHCTPYKTOpcKo nokymenTanuu Ha CK3U;

coJiepaHue HaxXOIIeicss B CBOOOJHOM JOCTYIE JOKYMEHTAIIMU Ha alllapaTHbIE U MPOrpaMMHBIC
komitoHeHTHl CK3U u CO;

o01111e CBeJIeHUs O 3aluiaeMoil nHpOopMaIiu, UCTIOIB3yeMoH B rporiecce skcruryaranun CK3U;

CBEJICHMSI O KaHajlaX CBSI3H, 110 KOTOPBIM mepenaroTcs 3amuniaemble CK3U nepcoHaibHbIE TaHHBIC
(manee - KaHaJ CBSI3H);,

BCC€ BO3MOJKHBIC JaHHBIC, IIEPEAaBACMbIC B OTKPBITOM BHUAC 11O KaHaJIaM CBA3HU, HEC 3alllUIIICHHBIM OT
HCCAHKIMMOHUPOBAHHOT'O JOCTYIIA K I/IH(l)OpMaI_II/II/I OpTraHU3allMOHHBIMU U TCXHUYCCKUMU MECPaAMU;

cBelleHUs 000 BceX MPOSIBISIOUNIMXCS B KaHaJaX  CBsSI3M, HE  3alMIIEHHBIX  OT
HECaHKIIMOHMPOBAHHOIO JOCTYNa K MH(GOPMAllMU OPraHUW3allMOHHBIMU U TEXHUYECKMMH MEpaMH,
HapyueHusx npasui dkcruryaTanuu CK3U u C;

cBeeHusT 000 BceX  IPOSBISIONIMXCS B KaHajlaX  CBSA3M, HE  3alMIIEHHBIX  OT
HECAaHKIIMOHMPOBAHHOTO JOCTyNa K MH(POPMALMU OPraHU3allMOHHBIMM M TEXHUYECKMMU MepamH,
HEUCHPAaBHOCTSX U cO0sx anmnapaTHbix koMroHeHToB CK3U u CO;

CBEJICHHMSI, TIOJlydaeMble B pE3y/IbTaTe aHAW3a JIFOOBIX CHTHAJIOB OT amlapaTHBIX KOMITOHEHTOB
CK3U u Cd;

) IPUMEHEHHE:

HaXOJSIINUXCS B CBOOOJHOM JOCTYIIE€ WM MCIIOIb3YEMBbIX 3a MpeeaMu KOHTposupyeMoi 3061 AC
u 110, Bxnroyas anmnaparssle U nporpaMMubie koMnoHeHTsl CK3U u CO;

cnenuanbHo pazpadboranusix AC u I10;

3) UCII0JIb30BAHUE HA 3Talle SKCIUTyaTallii B Ka4eCTBE CPeJIbl IIepeHoca OT CyObeKTa K 00beKTy (0T
00BEeKTa K CyOBEKTYy) aTaku JEHCTBUH, OCYIIECTBISEMBIX MpPH MOATOTOBKE M (WJIM) NMPOBEACHUU
aTakKu:

KaHaJIOB CBA3HU, HC 3allMIICHHBIX OT HCECAHKINMOHUPOBAHHOI'O0 [JOCTyIIa K I/IH(I)OpMaI_II/II/I
OpraHHu3allMOHHBIMH U TEXHUYCCKUMH MCPAMMU;

KaHAJIOB paclpOCTPaHEHHs CUTHAJIOB, cOmpoBoxkaAaonmx ¢pyHkunonuposanue CK31 u CO;

M) MIPOBEICHUE Ha ATAIle SKCIUTyaTalluy aTaku U3 HHPOPMALMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETEH,
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JOCTYT K KOTOPHIM HE OTPAaHUYCH OMPEISICHHBIM KPYTOM JIHII, €CJTH HHPOPMAIIMOHHBIC CHCTEMBI, B
KOTOpBIX ucnoyib3ytoTcsi CK3U, UMEIOT BBIXOJ B 3TH CETH;

K) UCTIOJIb30BAaHUE HA ATAIe SKCIUTyaTallud HAXOISIIUXCS 32 TpeiesiaMi KOHTpoupyeMoit 30061 AC
u [10 u3 cocraBa cpencTB MH(GOPMAIIMOHHON CHUCTEMBI, PUMEHIEMBIX Ha MECTaX SKCILTyaTaluu
CK3U (nanee - mraTHbIE CPEICTBA).

11. CK3U kmacca KC2 mnpuMmeHSIOTCS JUIsi HEHTpaiau3aluy aTak, MPU CO3JAaHUH CIIOCOOOB,
MOJTOTOBKE M IMPOBEICHUU KOTOPBIX HCIOIb3YIOTCS BO3MOXXHOCTH W3 YHCIA MEPEUYHCICHHBIX B
nyHkre 10 HacToslmero JOKYMEHTa M HE MEHee OJHOW U3 CIEIYIOUIUX JOMOTHUTEIbHBIX
BO3MOKHOCTEH:

a) MPOBEJICHUE aTaK! TMPU HAXO0XKJICHUHU B TIPEJIEIax KOHTPOIUPYEMOI 30HEI;
0) nmpoBeneHue aTak Ha sTane ’Kkcryaranun CK3U Ha ciaenyromme 0ObeKTHI:
nokymenTauuto Ha CK3U n komnonentsr CO;

[TomemieHusi, B KOTOPHIX HAXOJIUTCS COBOKYMHOCTh MPOTPAMMHBIX W TEXHUYECKHX 3JIEMEHTOB
CUCTEM 00pabOTKH JIAHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSTEIIEHO WIIA B COCTAaBE JIPYTUX
cucteMm (manee - CBT), na kotopsix peanuzoBansl CK3U u CO;

B) IOJy4Yy€HHE B paMKaxX IPelOCTABJIIEHHBIX IMOJHOMOYMI, a TakKe B pe3yJibTaTe HaOIIOICHUM
cieayrouiei nHpopmanuu:

CBelleHUIl 0 (U3MYeCKMX Mepax 3alUThl OOBEKTOB, B KOTOPBIX pa3MEIIEHbl PECypCh
MH(OPMaLIMOHHON CHCTEMBI;

CBEJIEHUI O Mepax Mo 00ecleYeHUI0 KOHTPOJIUPYEMOH 30HBI OOBEKTOB, B KOTOPBIX pa3MeIleHbl
pecypchl HHGOPMALlMOHHON CUCTEMBI;

CBEJICHWN O Mepax Mo pa3rpaHuueHuro noctyna B Ilomemenus, B koTopbix Haxoastcs CBT, Ha
koTopheIx peanu3oBansl CK3U u CO;

) WCIOJB30BAaHME INTATHBIX CPEJACTB, OrPAaHMYEHHOE MEpaMH, pEaTu30BaHHBIMH B
uH(MOPMAIlMOHHON cucTemMe, B KoTopoil wucnonb3dyercs CK3M, u HampaBleHHBIMH Ha
MPEIOTBPALIEHUE U IPECEUCHUE HECAHKIIMOHUPOBAHHBIX JICCTBHIA.

12. CK3U xmacca KC3 mnpuMeHSIOTCS IS HEWTpalM3allid aTak, MpHU CO3JaHUU CIOCOOOB,
MOATOTOBKE U TMPOBEJECHUU KOTOPBIX HCIOJIB3YIOTCS BO3MOXHOCTH W3 YHUCJA MEPEUYHCICHHBIX B
nyHkTax 10 u 11 HacTosimero MOKyMEHTa M HE MEHEE OJHOM W3 CIEAYIOIIUX JTOMOJTHUTEIbHBIX
BO3MOXKHOCTEI:

a) ¢pusmueckuit goctyn k CBT, Ha koTophix peanmn3oBanbl CK3U u CO;

0) BO3MOXKHOCTH pacnojaraTh annapaTHbiMu koMmrnoHeHTamu CK3U u C®, orpannyeHHast Mepamu,
peann3oBaHHBIMH B MH(POpPMAllMOHHOM cucteme, B KoTopoil wucmonszyercas CK3U, u
HaIIpaBJIEHHBIMU Ha MPEJOTBPAILECHHUE U NTPECCUCHUE HECAHKIIMOHUPOBAHHBIX JEHCTBHM.

13. CK3U knacca KB mnpumensorcs ans HEWTpaiau3alMM aTak, MPH CO3JaHUU CIIOCOOOB,
HOJArOTOBKE M IPOBEIEHUH KOTOPBIX HCHOJb3YIOTCS BO3MOXKHOCTU M3 YHCIIA MEPEUUCICHHBIX B
nyHkrax 10 - 12 Hacrosiiero JOKyMEHTa U HE MEHEe OAHOM M3 CIEAYIOUIMX JOMOJTHUTEIbHBIX
BO3MO>KHOCTEH:
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a) co3maHue croco00B, MOATOTOBKA U MPOBEICHUE aTaK C MPUBJICUCHUEM CIICIIUAIUCTOB B 00JIaCTH
aHajgu3a CcurHajoB, comnpoBoxnawmux G¢yakauonupoBanue CK3U u CD, u B obnactu

UCIIOJIB30BAaHUA  JUISL  pealiu3alliid  aTaKk  HEJOKYMEHTHUPOBAHHBIX  (HEIEKJIApUPOBAHHBIX )
BO3MOKHOCTEH npukiaanoro I10;

0) mpoBenenue nadoparopusix uccienoanuii CK3M, ucnonbp3yeMbix BHE KOHTPOJIUPYEMOM 30HBI,
OrpaHUYEHHOE MepaMH, PeaIu30BaHHBIMU B MH(OPMAIIMOHHON cUCTEME, B KOTOPOM HCHOJIB3YeTCs
CK3MU, n HanpaBiIeHHBIMU Ha NPEAOTBPAILEHUE U IPECEUECHUE HECAHKIIMOHUPOBAHHbIX JICHCTBUM;

B) IpOBeIEHHE pPabOT MO CO3JaHMI0 CIIOCOOOB M CPEICTB aTaKk B HAyYHO-HCCIIEAOBATEIBCKUX
[EHTpaX, CHEIUATN3UPYIONTXCst B obsactu paspadotku u aHamsza CK3U u CO, B Tom uucie ¢
UCIIOJIb30BAaHUEM HCXOIHBIX TeKCTOB Bxoasmero B CO mpuknagHoro I[1O, HemocpeacTBEHHO
HCIIOJIB3YIOIIETO BBI30BBI MporpamMmMHubIx ¢ynkimii CK3U.

14. CK3U ximacca KA mnpuMmeHstoTCs Uil HEWTpalM3allid arak, MpU CO3JaHUH CIOCOOOB,
MOATOTOBKE M IMPOBEJECHUU KOTOPBIX HCIOJIB3YIOTCS BO3MOXHOCTH W3 YHUCJA MEPEUYHUCICHHBIX B
nyHkrax 10 - 13 Hacrosiiero JTOKyMEHTa M HE MEHEe OJHOW U3 CIEAYIOUIUX JOMOTHUTEIbHBIX
BO3MOKHOCTEH:

a) co3JlaHue CIOCOOOB, MOATOTOBKA M MPOBEICHNE aTaK C MPUBJICYCHUEM CIICIIHAIUCTOB B 00JIaCTH
UCIIOJIb30BAaHUSA  JUISL  pealu3alli  aTaKk  HEJOKYMEHTHPOBAHHBIX  (HEIEKJIApUPOBAHHBIX)
BO3MOKHOCTeH cuctemuoro I10;

0) BO3MOXKHOCTb pacroyiaraTh CBEJIECHUSIMH, COAEPKAIUMUCA B KOHCTPYKTOPCKOW JOKyMEHTAIMH
Ha annapaTHble ¥ IPOrpaMMHbIE KOMIIOHEHTBI CD;

B) BO3MOXKHOCTb pacrojaraTb BceMu anmnapatHbiMu komrnonentamu CK3U u CO.

15. B npouiecce ¢hopMupOBaHMsT COBOKYITHOCTH MPEIOJIONKEHUN O BOSMOKHOCTSX, KOTOPhIE MOTYT
UCIIOJIb30BaThCsl MPU CO3JaHUU CIIOCOOOB, MOJATOTOBKE M TNPOBEIEHHM aTak, JIOTOJHUTEIIbHbIC
BO3MOXXHOCTH, HE BXOJSIIME B YUCIIO MEPEYNCICHHBIX B MyHKTax 10 - 14 HacTOsIIEro TOKyMeHTa,
HE BIUSIOT Ha NOPSIOK onpeneneHus Tpedyemoro kiacca CK3MU.

I11. CocTaB u copep:xaHue OpraHM3alMOHHBIX U TEXHUYECKUX Mep,
HE0OXOAMMBIX /IJIfl BLINOJIHEHHUSI YCTAHOBJIeHHBIX [IpaBuTeabcTBOM
Poccuiickon @enepanuu Tpe0OBAHUN K 3a1UTE NMEPCOHATBHBIX
JAHHBIX VI 3 YPOBHA 3aIIMIICHHOCTH

16. B cootBeTcTBUU ¢ myHKTOM 14 TpeGoBaHuii K 3aIUTe MEPCOHAIBHBIX TAHHBIX Ul 00ECTIeYeHUS
3 ypoOBHS 3alIMIIEHHOCTH MEPCOHAIBHBIX JaHHBIX TNPH HX 00paboTke B HHPOPMAIIMOHHBIX
cucTeMax IIOMHMO BBINIOJHEHUs TpeOOBaHMM, MPEIyCMOTPEHHBIX IYHKTOM 5 HAacCTOSIIEro
JOKYMCHTA, H€O6XOJII/IMO BBIITOJIHEHHUEC Tpe6OBaHI/I$I O Ha3HA4YC€HHHU OOJDKHOCTHOIO JHIla
(paboTHHKA), OTBETCTBEHHOrO 3a obecredyeHue OE30MacCHOCTH IEPCOHANBHBIX JaHHBIX B
MH(OPMaLIMOHHON CHCTEME.

17. Jlns BeImosHEHUsI TpeOOBaHMS, YKa3aHHOTO B MyHKTE 16 HACTOSIIET0 JOKyMEHTa, HEOOX0IMMO
Ha3zHaueHHe 00JIaJa0IIero TOCTaTOYHBIMU HaBBIKAMH JI0OJDKHOCTHOTO JiMa (paboTHHKA) orepaTropa
OTBETCTBEHHBIM 3a obecreueHne Oe30MacHOCTH TEePCOHAIBHBIX JaHHBIX B HH(POPMAIOHHOM
CUCTEME.
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18. Jlnst BeIONTHEHNS TPeOOBAHNUS, YKA3aHHOTO B MOJAMYHKTE "I MyHKTa 5 HACTOAIIETO TOKYMEHTA,
HEO0OXOAMMO BMECTO MEpHhI, TPEAYCMOTPEHHON MOAIMYHKTOM "B" IMMyHKTa 9 HACTOSIIETO JOKYMEHTA,
UCTIOJIB30BaTh /ISl 00ecredeHus: TpeOyeMoro ypoBHS 3alUIIEHHOCTH MMEPCOHATBHBIX JaHHBIX MPU
ux 00paboTke B MHGOPMAIIMOHHON CHCTEME:

CK3U knacca KB u BbIle B cinyyasx, Korjaa s HHOOPMAIIHOHHON CUCTEMBI aKTyaJIbHbI YTPO3bI 2
THUIIA;

CK3U xnacca KC1 u BbIIE B citydasx, Korja a1t HHGOPMAIIMOHHONH CUCTEMBI aKTyalbHBI YTPO3bI 3
THUIIA.

IV. CocTaB u conep:xaHue OPraHu3alMOHHBIX M TEXHUYECKHX Mep,
He00XO0UMBIX /IJISI BBINOJIHEHUA YCTAaHOBJIEeHHbIX [IpaBuTeibcTBOM
Poccuiickoii @enepanuu Tped0OBaHUI K 3alIUTE MEPCOHAIBbHBIX
JAHHBIX JJIS 2 YPOBHS 3aIIMIIEHHOCTH

19. B cootBetcTBUU ¢ myHKTOM 15 TpeGoBaHuii K 3amuTe MEPCOHAIBHBIX TAHHBIX I 00ECTICYCHHS
2 ypOBHS 3alllMIIEHHOCTH IEPCOHAIbHBIX JAaHHBIX MpU HUX 00paboTke B UHGOPMAIMOHHBIX
CUCTEMAX NOMMMO BBIIOJHEHUS] TPEOOBAHUMN, NPETYCMOTPEHHBIX MyHKTaMU 5 U 16 HacTosiero
JOKYMEHTa, HEOOXOIMMO BBIMOJTHEHHE TPEOOBaHHUS O TOM, YTOOBI JOCTYIl K COAEPKAHUIO
AIIEKTPOHHOIO YypHalla COOOIIEHUN ObUI BO3MOXKEH HCKIIOYUTENIBHO JUISl JIOJDKHOCTHBIX JIMIL
(paOOTHHKOB) oleparopa WJIHM YHOJIHOMOYEHHOIO JIMIA, KOTOPBIM CBEJCHMS, COJEeprKaliuecs B
YKa3aHHOM >KypHaJjie, HEOOXOAMUMBI JIJIsl BEITIOJIHEHUS CITY>KEOHBIX (TPYIOBBIX) 00s13aHHOCTEH.

20. /1514 BBINOJIIHEHUS TpeOOBAaHNUS, YKa3aHHOTO B IIyHKTE 19 HacTOsAIIEro JOKyMEHTa, HE0O0X0AUMO:

a) yTBEpXKJEHHE pPYKOBOJIUTENIEM OIepaTopa CIHCKa JIMI, JAOMYIIEHHBIX K COJIEp)KaHUIO
AIIEKTPOHHOI'O JKypHaja COOOIIEHUH, W TMOAJEp)KaHWE YKa3aHHOIO CIHCKa B AaKTyaJbHOM
COCTOSIHUY;

0) obOecneyenne  WHGOPMAIIMOHHOW  CHUCTEMBl  aBTOMATU3MPOBAHHBIMU  CPEICTBAMH,
PETUCTPUPYIOMIMMH  3alpPOChl  TOJb30BaTeNel HMH(POPMAIIMOHHON CHUCTEMBI Ha TMOJIy4YCHHE
MEPCOHAIBHBIX JAHHBIX, a TakkKe (aKThl TPEIOCTABICHUS TEPCOHATBHBIX JAaHHBIX IO 3TUM
3ammpocam B AIEKTPOHHOM KypHaJle COOOIIEHUH;

B) oOecrnieueHre NHPOPMAITMOHHON CHCTEMbI aBTOMAaTHU3UPOBAHHBIMU CPEACTBAMHU, UCKITIOYAOIIIMMHU
JIOCTYT K COJICP’KAHUIO IEKTPOHHOTO KYypHAJIa COOOIIECHUH JINII, HE YKa3aHHBIX B YTBEP)KICHHOM
PYKOBOJUTENIEM oOllepaTopa CIUCKE JIHI], JOMYIICHHBIX K COAEPKAaHHUIO SJEKTPOHHOTO KypHaja
COOOIIECHUI;

r) obecreueHue MEePUOJUUECKOr0 KOHTPOJIS paboTOCHOCOOHOCTH yKa3aHHBIX B MOAMYHKTax "O" u
"B" HACTOSAIIETO MyHKTa aBTOMaTU3UPOBAHHBIX CPEACTB (He pexe 1 pasza B moarosa).

21. 1n4 BbINOJNIHEHUsI TpeOOBaHUS, YKA3aHHOTO B MOAMYHKTE "I MyHKTa 5 HACTOALIETO JOKYMEHTA,
HE00XO0IMMO BMECTO Mep, MPelyCMOTPEHHBIX NOJIMYHKTOM "B" MyHKTa 9 ¥ MyHKTOM 18 Hacrosiero
JOKYMEHTa, UCIOJIB30BaTh A oOecreueHusl TpeOyeMoro YpOoBHs 3alllMIIEHHOCTH MEPCOHAIBHBIX
JAHHBIX IPU UX 00paboTKe B MH(OOPMAITMOHHOHN CHCTEME:

CK3U xnacca KA B cimydasix, koraa i1t HHQOPMAIMOHHOW CHCTEMBI aKTyalIbHbI YTPO3bl 1 THMA;
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CK3U knacca KB u BbIle B cinyyasx, Korjaa s HHOOPMAIIHOHHON CUCTEMBI aKTyaJIbHbI YTPO3bI 2
THUIIA;

CK3U xnacca KC1 u Bbime B ciyyasix, Koraa it WHGOPMAIIMOHHON CUCTEMbI aKTyaJIbHBI yTPO3bI 3
TUIIA.

V. CocTaB U co/iep:KaHue OPraHU3AIMOHHBIX M TEXHHUYECKHX Mep,
He00X0AMMBIX /111 BLINOJIHEHHSI YCTAaHOBJIeHHBIX IIpaBuTebcTBOM
Poccuiickoii @enepanuu Tpe0OBAHUM K 3a1UTE MEPCOHAJBLHBIX
JAHHBIX 111 1 YPOBHSA 3alIIMIIIEHHOCTH

22. B cootBeTcTBHU ¢ yHKTOM 16 TpeOoBanuii K 3aluTe MEPCOHAIBHBIX TaHHBIX I 00ECTICYCHHS
1 ypoBHS 3alMIIEHHOCTH NEPCOHAIBHBIX JAHHBIX HpU HX 00paboTke B HHGPOPMALMOHHBIX
crcTeMax IMOMHUMO BBITTOJHEHHS TPeOOBAHUH, IPETYCMOTPEHHBIX IyHKTamMu 5, 16 u 19 Hacrosmero
JIOKYMEHTa, HEOOXOJMMO BBIIIOJHEHUE CIIEAYIOIINUX TpeOOBaHMUIA:

a) aBTOMAaTH4YeCKasi perUCTpaIs B 3JIEKTPOHHOM >KypHaJile 0€30MaCHOCTH U3MEHEHUS TTOJTHOMOYHI
COTpyIHHMKAa OIlepaTopa MO JOCTYyIly K TIEPCOHAIBHBIM JaHHBIM, COJICp)KAIlUMCS B
UH(POPMALIMOHHON CUCTEME;

0) co3maHue OTAETBHOTO CTPYKTYpHOTO TMOJpa3fefieHusi, OTBETCTBEHHOrO 3a olecredyeHue
0€30MacHOCTH TEPCOHAIBHBIX JAHHBIX B HMH(POPMAIMOHHON CHCTEME, JTUOO BO3JIOKEHHE €ro
GbyHKIUI Ha O/THO U3 CYHIECTBYIOIIUX CTPYKTYPHBIX MOAPA3ICICHHIA.

non

23. Jlna BBINOJIHEHUsI TpeOOBaHUS, YKa3aHHOTO B MOAMyHKTe "a" myHKTa 22 HACTOSIIETOo
JIOKyMEeHTa, He00XO0IUMO:

a) obecriedeHrne HHPOPMAIIMOHHON CUCTEMBl aBTOMAaTU3UPOBAHHBIMU CPEJICTBAMH, MTO3BOJISIOIIMMU
ABTOMATHYCCKU PECTUCTPUPOBATH B 3JICKTPOHHOM KYpHAJIC 0€30IMaCHOCTH U3MEHEHHUS TOJTHOMOYHHI
COTPYJIHUKA oOIleparopa MO JOCTYIly K IEPCOHAJBHBIM JaHHBIM, COJEp)KallUMCs B
MH(OPMALIMOHHON CHCTEME;

0) OoTpakeHHE B JJIEKTPOHHOM XKypHaje O€30MacHOCTH MOJHOMOYHMHI COTPYJIHUKOB oOIepaTtopa
NEPCOHAIBHBIX  JIaHHBIX MO JOCTYMy K TIEPCOHAIBHBIM  JaHHBIM, COJIEpPXKalIUMCS B
HH(i)OpMaHHOHHOﬁ cucrteMe. YKasaHHbIE ITOJTHOMOYUS JOJIPKHBI COOTBECTCTBOBATH HOJKHOCTHBIM
00513aHHOCTSIM COTPYTHHUKOB OIEPaTopa;

B) Ha3HAuY€HUE OIEepaTopoM JIMIA, OTBETCTBEHHOTO 3a IEPUOJNYECKUN KOHTPOJb BEACHUS
AIIEKTPOHHOI'O JKypHaja Oe30MacHOCTH M COOTBETCTBUS OTPAKEHHBIX B HEM ITOJHOMOYMI
COTPYJIHUKOB OIlepaTopa UX JOKHOCTHBIM O00S3aHHOCTSIM (He pexe 1 pas3a B Mecsir).

24. JIS. BBIOJHEHUS TpeOOBaHUSI Ka3zaHHOI'O B TIIOAIIYHKTC "0" mnyHkra 22 HaCTOoAIIEero
> ¥y Yy Yy
AOKYMCHTa, HCO6XOI[I/IMOI

a) MPOBECTH aHAIHM3 [EJIecO00Pa3HOCTH CO3AaHUs OTIENBHOTO CTPYKTYPHOTO ITOJpa3/IeiieHus,
OTBETCTBEHHOT'0 3a O0ecreyeHne Oe30MacHOCTH IEPCOHANBHBIX JaHHBIX B WH(MOPMAIIMOHHOW
CHCTEME;

0) co3maTh OTJEIBLHOE CTPYKTYPHOE T0Ipa3ieJieHue, OTBETCTBEHHOE 3a 0O0ecredeHrue 0e30macHOCTH
NEPCOHANBHBIX JAHHBIX B MH()OPMAIIMOHHON cHUCTEeME, TUOO0 BO3JIOXKHUTH €ro (YHKIMHU HA OJHO U3
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CYUIECTBYIOIIMX CTPYKTYPHBIX MTOAPA3ICICHHI.

25. Jlns BeIIOJIHEHHS TPEOOBaHMS, YKA3aHHOTO B IMOJANYHKTE "a" MyHKTa 5 HACTOSIIETO JOKYMEHTA,
Juist obecriedeHus 1 ypoBHS 3aIlIMILIEHHOCTH HEOOXOAUMO:

a) obopyaoBarh okHa [lomelieHui, pacrnoiaoKeHHbIE Ha TMEPBBIX U (WJIM) TMOCIEIHUX 3Ta)Kax
3naHuil, a Takke okHa [lomerieHuid, HaxoIsAUIMECS OKOJO TMOXAPHBIX JIECTHUI[ U JIPYTHUX MECT,
OTKYJa BO3BMOXXHO ITPOHUKHOBCHUC B HOMGH_ICHI/ISI MOCTOPOHHUX JIMI, MCTAJUNIMYCCKUMHU PCUICTKAMU
WIM CTaBHSMHU, OXPaHHOW CHUTHANIM3AalMed WIM JAPYTUMHU CPEACTBAMHU, MPEHATCTBYIOIIUMU
HCKOHTPOJUPYCMOMY NPOHUKHOBCHUIO MTOCTOPOHHUX JIUI] B IOMCIICHN,

0) obopynoBaTh OkHa U JBepu [lomelieHuil, B KOTOPBIX pa3MeEIIeHbl cepBepbl UH(POPMALIMOHHOM
CHUCTEMBbI, METAJNIMYECKUMHU PEIICTKaMH, OXPaHHOW CHUTHAJU3alMed WIM JAPYTMMH CPEICTBaMH,
MPEMSITCTBYIOLUUMHI HEKOHTPOJIUPYEMOMY POHUKHOBEHUIO TOCTOPOHHUX JIUII B TOMEIICHUS.

26. 14 BbINOJNIHEHUsI TpeOOBaHUS, YKA3aHHOTO B MOAMYHKTE "T" MyHKTa 5 HACTOSIIETO TOKYMEHTA,
HEO0OXOJUMO BMECTO MEp, MPEIyCMOTPEHHbIX MOANYHKTOM "B" myHkTa 9, myHkramu 18 um 21
HACTOSIILEro JOKyMEHTa, HCIOJIb30BaTh Uil obOecreueHus TpeOyeMOoro YpOBHS 3alUIEHHOCTH
NEPCOHANBHBIX JaHHBIX MPH UX 00paboTKe B MHPOPMALIMOHHON CUCTEME:!

CK3MU knacca KA B ciyudasx, koraa Jiist HHPOPMAIIMOHHOM CUCTEMBI aKTyallbHbI YTPO3bI 1 THIA,

CK3MU xnacca KB u BbIlIe B cimy4asx, Koraa A HHPOPMAIIMOHHON CUCTEMBI aKTyalbHbI YTPO3bI 2
THUIIA.



