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H ATTECTALIHHA

3apeructpupoBano B Munrocte Poccun 14 mas 2013 r. N 28375

OETEPAJIBHASA CHY/KBA 110 TEXHUYECKOMY U
IKCIIOPTHOMY KOHTPOJIIO

MMPUKA3
ot 18 derpans 2013 r. N 21

OB YTBEP)KJIEHUU COCTABA U COJEPKAHUS
OPITAHU3ALIMOHHBIX M TEXHUYECKUX MEP IO
OBECIEYEHMIO BE3OINTACHOCTH NNEPCOHAJIBHBIX
JAHHBIX IPU UX OBPABOTKE B
WH®OPMALIMOHHBIX CUCTEMAX IMEPCOHAJIbHBIX
JTAHHBIX

(B pex. [pukazo ®CTIK PD ot 23.03.2017 N 49, ot 14.05.2020 N 68)

B cootBercTBUM C yacThio 4 crathu 19 ®PenepanpHoro 3akoHa ot 27 utonst 2006 r. N 152-03 "O
nepcoHanbHBIX JaHHBIX" (CoOpanue 3akoHomarenbcTBa Poccuiickoit deneparuu, 2006, N 31, cr.
3451; 2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, ct. 4173, c1. 4196; N 49,
ct. 6409; 2011, N 23, cr. 3263; N 31, cr. 4701) u Ilonoxenuem o denepanbHOI CiIy)O€ 1O
TEXHUYECKOMY M 3KCIOPTHOMY KOHTpPOJIO, YTBepkJIeHHbIM Yka3zoM IIpesunenta Poccuiickoii
®enepannn ot 16 aBrycra 2004 r. N 1085 (Cobpanue 3akononarensctBa Poccuiickoit deneparum,
2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, cT.
818), mpukasbIBao:

1. YrBepauts npuiaraemble CocTaB M COAEP)KAHME OPraHMU3ALMOHHBIX U TEXHUYECKUX MEP IO
o0OecrieyeHnI0 0€30MacHOCTH TMEPCOHAJIbHBIX JTaHHBIX NMPU HUX 00paboTke B MHGOPMAIMOHHBIX
CUCTEMAaX MEPCOHAIBHBIX JAHHBIX.

2. Tlpusnatps yrpatuBmmM cuwity npukaz3 @CTOK Poccum or 5 despans 2010 r. N 58 "O6
yrBepxkaeHun [lonoxeHuss o MeTogax M cmocobax 3aumuThl MHGOpMaluuu B HMHGOPMAIMOHHBIX
cucTeMax IepCcOHANbHBIX JaHHBIX" (3apeructpupoBan Muntoctom Poccun 19 ¢despans 2010 r.,
peructparrorubiii N 16456).

Jlupexmop

DedepanbHotl CyHcObL NO MEXHUYECKOMY
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B.CEJINH

YTBEP)K/[EHBI
npuxazom ©OCTIK Poccuu
om 18 gpespansn 2013 2. N 21

COCTAB U COAEP KAHUE OPTAHU3ALIMOHHBIX 1
TEXHUYECKUX MEP 110 OBECIIEYEHHUIO
BE3OITACHOCTH NEPCOHAJIBHBIX JIAHHBIX ITPHU UX
OBPABOTKE B UHOOPMAIINOHHBIX CUCTEMAX
IHEPCOHAJIBHBIX TAHHBbIX

(B pex. ITpukazo ®CTIOK PD ot 23.03.2017 N 49, ot 14.05.2020 N 68)

. O0uIne moJ10KeHu s

1. Hacrosimuii 1okyMeHT pa3paboTaH B COOTBETCTBUH C HacTbio 4 ctaTthu 19 denepanbHOro 3aKkoHa
or 27 wmtong 2006 r. N 152-®3 "O mnepconanbHbix gaHHBIX" (CoOpaHHe 3aKOHOJATEILCTBA
Poccwuiickoit @eneparum, 2006, N 31, ct. 3451; 2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27,
ct. 3407; N 31, ct. 4173, ct. 4196; N 49, ct. 6409; 2011, N 23, cr. 3263; N 31, ct. 4701) n
YCTaHABJIMBAET COCTAB U COJEP)KAHHWE OPraHU3aLMOHHBIX M TEXHUYECKUX MeEp MO 00eCIeYeHMIO
0€30IaCHOCTH TEPCOHATBHBIX JaHHBIX HpU HMX 0O0paboTKe B HH(POPMALMOHHBIX CHCTEMax
MEPCOHANIBHBIX JIAHHBIX (Jlajiee - MEphI MO 0OECTICYCHHIO O€30MaCHOCTH MEPCOHATBHBIX JaHHBIX)
JUIS K&KI0T0 U3 YPOBHEH 3alllMIIIEHHOCTH NEPCOHANBHBIX JaHHBIX, YCTAaHOBJIECHHBIX B TpeOoBaHUAX
K 3alUTe NEPCOHATBHBIX JaHHBIX TPH UX 00pabOTKe B MHPOPMAIIMOHHBIX CHCTEMAX MEPCOHAIBHBIX
JTAHHBIX, YTBEpPKJEHHbIX MocTaHoBieHueM IIpaBurenscrtBa Poccuiickoit @enepanuu ot 1 HOAOpA
2012 1. N 1119 (Cobpanue 3axononarensctBa Poccuiickoit @enepaunn, 2012, N 45, ct. 6257).

Mepsl 1o obecrniedeHH0 O€30MacHOCTH TEPCOHATBHBIX JAHHBIX TMPUHUMAIOTCS JUISI 3allUThI
MEPCOHAJIBHBIX JIaHHBIX OT HENPABOMEPHOIO WM CIIYYaHHOro JOCTyHa K HHUM, YHHUYTOXKEHHS,
W3MEHEHUs, OJOKMPOBAHUS, KOMHMPOBAHUS, MPEIOCTABICHUS, PACIPOCTPAHCHHS TEPCOHATBHBIX
JIAaHHBIX, a TAK)KE OT UHBIX HEIIPABOMEPHBIX JECUCTBUNA B OTHOLICHUHN NIEPCOHAIBHBIX JTAHHBIX.

B HacrosimemM JOKyMEHTe HE paccMaTpUBAIOTCA BOIPOCHl  o0ecredeHus Oe30IMacHOCTH
NEPCOHAIBHBIX JAaHHBIX, OTHECEHHBIX B YCTAHOBJIEHHOM IOPSAKE K CBEAECHUSAM, COCTABIISIOIIMM
rOCy/IapCTBEHHYIO TalHy, a TakKKe MeEpbl, CBS3aHHbIE C MPUMEHEHHEM MIH(PPOBATbHBIX
(kpunTorpaduUecKux) CpeACTB 3alIUTHl HHPOPMALIUH.

2. be3omacHOCTh NEpPCOHANBHBIX JAaHHBIX MpH UX 00paboTke B HMH(POPMALMOHHOM CcHUCTEME
MePCOHANIBHBIX JAHHBIX (manee - mH(OpMaIMOHHAs CHCTeMa) 00ecIeunBaeT ONepaTop WU JIMIIO,
OCyILECTBIIsIONIee 00pabOTKy MEePCOHANBHBIX JAHHBIX 0 MOPYUYEHHIO ONEPaTopa B COOTBETCTBUU C
3akoHoJaTenbcTBOM Poccuiickoit denepanmu.
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J1ist BBITIOJIHEHHST Pa0OT 1m0 06ecedeH o 6€30MacHOCTH MEPCOHABHBIX JaHHBIX TPH X 00paboTKe
B HH(bOpMaHPIOHHOﬁ CUCTEME B COOTBETCTBUH C 3aKOHOAATCIIBCTBOM Poccutickoit (De,ﬂepaHI/H/I
MOFyT HpI/IBHeKaTBCﬂ Ha I[OFOBOpHOﬁ OCHOBC IOpI/II[I/ILIeCKOC JIMIIO HWJIN I’IH,IIPIBHI[yaHBHBIﬁ

NpeANpUHIMATENb, HMCIONIME JIMIICH3UI0 Ha  JIEATEIBHOCTh [0 TEXHHYECKOW  3alluTe
KOH(UICHIMATEHOW HH()OPMALIHH.

3. Mepsl no obecrieyeHn0 6€30MaCHOCTH MEPCOHAIBHBIX IaHHBIX PEAU3YIOTCA B PaMKaX CHCTEMbI
3alIUThl TEPCOHAIBHBIX JaHHBIX, CO3/JaBa€MOW B COOTBETCTBHHM C 1pEeOOBaHUSAMH K 3allUTe
MEPCOHAIBHBIX JaHHBIX NMPU UX 00paboTke B MHPOPMALIMOHHBIX CUCTEMAaX MEPCOHATbHBIX JAHHBIX,
yTBEepKIeHHbIME 1ocTanoBieHreM [IpaBurenscrBa Poccuiickoii @enepanuu ot 1 Hosiops 2012 . N
1119, u pomkHbl OBITH HAmMpaBiICHbl HA HEUTpaNM3aIMI0 aKTyalbHBIX yrpo3 0e30MacHOCTU
NEPCOHAIbHBIX JAHHBIX.

4. Mepsl 1o obecrieueHHIO OE30MACHOCTH TMEPCOHATBHBIX JNAaHHBIX PEATU3YIOTCS B TOM YHCIE
HOCPECTBOM IpPUMEHEHUsT B HMH(MOPMAIMOHHON CHCTEME CpEICTB 3aluThl WHGOPMAIUH,
npomeamunx B YCTAHOBJIICHHOM IIOPAAKE IMPOLHCAYPY OLCHKHU COOTBETCTBUSA, B ClIydasdX, Korga
IPUMEHECHHE TaKUX CPEICTB HEOOXOAMMO Ul HEHTpalu3allu aKTyalbHBIX Yrpo3 0e30MmacHOCTH
NEPCOHAIbHBIX JaHHBIX.

6. Ouenka >pQeKTUBHOCTH pEaln30BaHHBIX B PaMKaxX CHUCTEMBbI 3aLIUTHl MEPCOHAIBHBIX JaHHbBIX
Mep 1o oOecriedeHHIO O€30MacCHOCTH MEPCOHAIBHBIX JAHHBIX IPOBOJUTCSA  ONEPAaTOPOM
CaMOCTOSATENIFHO WM C T[PHUBJICYCHWEM Ha JOTOBOPHOM OCHOBE OPHIMYECKUX JIUI |
WHJIUWBUIYAJIbHBIX Hpe)alHHHMaTeJ'IefI, HMCIOIUX JIMICH3WIO Ha OCYIICCTBIICHHUE ACATCIBbHOCTH I10
TEXHUYECKOH 3aluTe KOHPHUASHINATIbHON HHpOopMaK. YKa3aHHas OLIEHKAa MPOBOJIUTCS HE pexe
OJIHOTO pa3a B 3 roja.

B snekmponnom 0okymenme nymepayus nyHKmoe coomeenmcmeyen oQuyuaibHomy
UCHIOYHUKY.

7. Mepbl 1o obecreyeHUI0 O€30MACHOCTH MEPCOHAJIbHBIX JAHHBIX MpH HX 00paboTke B
roCyJJapCTBEHHBIX MH(POPMALMOHHBIX CUCTEMaX NMPUHUMAIOTCS B COOTBETCTBUU C TPEOOBAHUSIMHU O
3amTe WHQPOpPMANWHK, COJIEpKAIleHCs B TOCYAapCTBEHHBIX HH()OPMAIMOHHBIX CHCTEMaXx,
ycranaBnuBaeMbiMu @CTOK Poccun B nmpenenax cBOMX MOJIHOMOYMN B COOTBETCTBUHU C YacTbiO 5
cratbu 16 @enepanpHoro 3akona ot 27 wronma 2006 . N 149-03 "OO6 wundopmanuy,
UH(POPMALIMOHHBIX TEXHOJOTMAX M o 3amuTte uHpopmammu" (CobpaHue 3aKOHOJATEIbCTBA
Poccwmiickoit ®enepammu, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30,
cT. 4600; 2012, N 31, ct. 4328).

1. CocTaB m coaep:xaHue Mep 1o odecriedeHUI0 0€30MaACHOCTH
NMePCOHATBbHBIX JAHHBIX

8. B coctaB mep mo obecrieueHnI0 6€30MaCHOCTH MEPCOHANBHBIX JIAaHHBIX, PEATU3YEMBIX B PaMKax
CHUCTEMBl 3alUThl TEPCOHAIBHBIX JaHHBIX C YUYETOM aKTyalbHBIX YIrpo3 O€30MacHOCTH
NEPCOHATBHBIX JAHHBIX U MPUMEHSIEMbIX HHPOPMALIMOHHBIX TEXHOIOTUMN, BXOJIAT:

uaeHTU(UKAIUS U ayTeHTH(UKAIKS CYyOBEKTOB JIOCTYIa U 0OBEKTOB JIOCTYTIA;
yIpaBJICHUE IOCTYIIOM CYOBEKTOB JIOCTYIIA K 00BEKTaM JIOCTYTIA;

OTrpaHUUYEHUE NPOTPaAMMHON CPEJIBI;
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3alIUTa MAIIMHHBIX HOCHTENeH MH(POpPMALUU, HAa KOTOPBIX XpaHATcs u (WiIu) o0padaThIBaroTCs
IepCOHANbHbIE JaHHbIE (J1ajiee - MAIIMHHbIE HOCUTEIN EPCOHANIBHBIX JTaHHbIX);

peructpaius COObITHI 6€30MaCHOCTH;

AHTUBUPYCHAS 3aIINTAa;

oOHapyxeHHue (MPeIOTBPAIICHNUE) BTOPKCHH;

KOHTPOJIb (aHAJTN3) 3aIIUIIEHHOCTH EPCOHALHBIX JJAHHBIX;

obecrnevueHne 1eIOCTHOCTH HHPOPMAITMOHHON CHCTEMBI U TIEPCOHAIBHBIX TaHHBIX;
obecrnevueHne JOCTYITHOCTH MEPCOHATBHBIX JTAHHBIX;

3alUTa CPe/Ibl BUPTYATH3AIINH;

3alIMTa TEXHUYECKUX CPEJICTB;

3amuTa THPOPMAITMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U TIepead JaHHbIX;

BBISIBJICHHE WHIMJCHTOB (OJHOTO COOBITHS WJIM TPYIIBI COOBITHI), KOTOPBIE MOTYT IPUBECTH K
cO0SM WM HapylIeHWI0 (QYHKIMOHUPOBaHUS HWH(GOPMALMOHHOW CHUCTeMbl U (WIH) K
BO3HUKHOBEHHUIO Yrpo3 O€30MacHOCTH TEPCOHAIBHBIX JAaHHBIX (Jajee - WHIUACHTHI), W
pearupoBaHue Ha HUX;

yIopaBiieHHe KOHQUrypauued HHPOPMAIMOHHON CHCTEMbl M CHUCTEMBl 3allUThl MEPCOHAIBHBIX
JIAHHBIX.

CocraB u COJACPpKaHUEC MEp 110 obecneueHnI0 0e30MacHOCTH NEPCOHAIBHBIX JAHHBIX, HeO6XOI[I/IMLIX
JUIA obecreucHus KaXJa0oro Hns ypOBHefI SAIMUIICHHOCTH TCPCOHAIBHBIX AAHHBIX, NPUBCACHLI B
IMMPUIIOKCHUHN K HACTOAIICMY TOKYMCHTY.

8.1. Mepsl no uaeHTHPUKAIUMU U ayTEHTU(UKALMM CYOBEKTOB JOCTylla W OOBEKTOB JIOCTyIa
JOJDKHBI Oo0ecreunBaTh NPUCBOEHUE CYOBbEKTaM M OOBEKTaM JIOCTYNa YHUKAJIbHOTO IpH3HAKa
(unenTuduKaTopa), CpaBHEHUE MPEABABIAEMOr0o CyOBEKTOM (0O0BEKTOM) JOCTYyNa UAEHTU(UKATOpA
C NEepevYHeM IPHUCBOCHHBIX HJCHTU(UKATOPOB, a TAKXKe MNPOBEPKY MPUHAMICIKHOCTU CYyOBEKTY
(00BEKTY) HOCTyIIa IPEIBSABICHHOIO UM HIeHTU(UKAaTOpa (TOATBEPKICHHUE MTOATUHHOCTH).

8.2. Mepbl 10 yMOPaBICHHUIO JOCTYIIOM CYOBEKTOB JOCTynma K OOBEKTaM JOCTyNa JOJIKHBI
obOecreunBaTh ynpaBlieHUE TPaBaMy U PUBHIETHSIME CYObEKTOB JOCTYTA, pa3rpaHUYCHUE JOCTYTa
CyOBEeKTOB J0oCTynma K OOBEKTaM JO0CTylla Ha OCHOBE COBOKYITHOCTH YCTAaHOBJICHHBIX B
WH(OPMAIIMOHHON CHUCTEME MPaBUJI pa3TpaHHuUEHUs JOCTyIMa, a TakkKe 00ecrneYnBaTh KOHTPOIb 3a
COOJTIOICHHEM 3THUX TTPaBHUIL.

8.3. Mepbl 10 OrpaHHYEHUIO MPOTPAMMHOM Cpedbl TOJDKHBI 0OecreuynmBaTh YCTAHOBKY M (WJIN)
3allyCK TOJIBKO PAa3peUIeHHOr0 K HCIOJIb30BaHUIO B HMH()OPMAIIMOHHOW CHUCTEME MPOTrpaMMHOTO
o0ecrieyeHUss WIM HUCKIIOYaTh BO3MOXKHOCTb YCTAHOBKM M (MJIM) 3allycka 3alpelieHHOro K
HCIIOJIb30BaHUIO B NH(OPMALIMOHHON CUCTEME MTPOrPAMMHOT0 00ECTIeUEHUSI.

8.4. Mepsl 1O 3amMTEe MAIIWHHBIX HOCUTEJICH IMEPCOHANIBHBIX MAaHHBIX (CPEACTB 00pabOTKH
(XpaHeHHsI) TIEPCOHATBHBIX MaHHBIX, CHEMHBIX MAIIMHHBIX HOCHTEJICH IMEPCOHATBHBIX JTAHHBIX)
JOJIKHBI MCKIIIOYAaTh BO3MOKHOCTH HCCAHKIITMOHUPOBAHHOI'O JOCTYyIIAa K MAIIMHHBIM HOCHUTCIIAM H
XpaHSAIMMCS Ha HHUX TEPCOHAJIBHBIM JAHHBIM, a TaKXKe HECAHKIIMOHHPOBAHHOE WCIIOJIb30BAaHHE
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CHhEMHBIX MAlIMHHBIX HOCUTEJICH NEPCOHAIbHBIX TaHHBIX.

8.5. Mepsl mo perucTpanuu coOBITHI O€30MacHOCTH JIOJDKHBI OOecrednBaTh cOOp, 3aIluch,
XpaHeHHe M 3alUTy MH(POpPMAIMU O COOBITHSIX 0€30macHOCTH B MH(POPMALMOHHON cUCTEeMe, a
TaKke BO3MOXKHOCTh IIPOCMOTpA M aHanmu3a MHGOpMauU O TaKUX COOBITHSX M pearnpoBaHUE Ha
HUX.

8.6. Mepbl 10 aHTUBUPYCHOH 3alIUTE JOJDKHBI OOecreuyuBaTh OOHApy>KeHHE B WH(OPMAIIMOHHOMN
cHCTeMe KOMIBIOTEPHBIX HMPOrpaMM JINOO WHOW KOMIIBIOTEPHOM WH(OpMalNH, MpeaHa3HaueHHON
JUIE  HECAaHKIMOHUPOBAHHOTO YHHUYTOXXCHHUS, OJOKHUPOBAHUSA, MOIUGPUKAINH, KOIMUPOBAHHS
KOMITBIOTEPHOI WH(pOpPMAlMK WM HEUTpalW3alMd CPEJCTB 3aIIUTHl HWHGOPMAIMM, a TaKKe
pearupoBaHHe Ha OOHAPYKEHUE 3TUX MPOTPaMM U HH(POpPMAITUH.

8.7. Mepsl 1o O0OHapyXeHHUIO (MPEAOTBPAILLCHUIO) BTOPXKEHUH JOJKHBI 00ecleyuBaTh
oOHapyXeHHe JACUCTBUN B MH(POPMALIMOHHON CUCTEME, HAIIPABJICHHBIX HA HECAHKIMOHUPOBAHHBIN
J0CcTyn K HH(MOpMAalWU, CHElHalbHbIe BO3ACWCTBUA Ha WH(DOPMALMOHHYIO CHCTEMY M (WJIH)
MIEPCOHAIBHBIC IAHHBIC B [EJISX JOOBIBAaHUS, YHUYTOKCHHUS, UCKAKCHUS ¥ OJIOKHPOBAHUS JTOCTYIIA K
MEPCOHAJIbHBIM JaHHBIM, a TAK)KE pEaripOBaHHUE HA 3TU JEHUCTBHUS.

8.8. Mepbl 10 KOHTPOJIIO (aHANIN3Y) 3aILUIIEHHOCTH EPCOHAIBHBIX IaHHBIX JOJDKHBI 00eCIeunBaTh
KOHTPOJIb YPOBHS 3aIIMIICHHOCTH NEPCOHANBHBIX JaHHBIX, 00padaThIBaeMbIX B HH()OPMAIIIOHHOK
CUCTEME, IIyTEM IPOBEACHUA CHUCTEMATHYECKMX MEPONPHUIATHH 110 aHalu3y 3alUIIEHHOCTH
UHPOPMALIMOHHOM  CHUCTEMbl W  TECTHPOBAHUIO  PabdOTOCIMOCOOHOCTHM  CHCTEMBl  3aIIUTHI
[IEPCOHANIBHBIX JTAHHBIX.

8.9. Mepnl no obecrneueHuIo 1eI0CTHOCTH MH(POPMAIIMOHHON CUCTEMBI U MEPCOHATBHBIX JTAHHBIX
JIOJDKHBI oOecrieuuBaTh OOHapyXeHHe (aKTOB HECAHKIIMOHMPOBAHHOTO HApPYIIEHUS LEIOCTHOCTH
HHq)OpMaHHOHHOﬁ CHUCTCMBI U COACPKAIIUXCA B HeH MNEPCOHANIBHBIX JAHHBIX, 4 TAKKC BO3SMOXKXHOCTDH
BOCCTaHOBJIEHUS HH(POPMALIMOHHON CUCTEMBI U COJIEPIKALIMXCS B HEH MEPCOHANIBHBIX TaHHBIX.

8.10. Mepsl mo oOecneueHHIO JOCTYMHOCTH MEPCOHAIbHBIX JAHHBIX JOJDKHBI 00ecrednBaTh
AaBTOPU30BAHHBIN JOCTYII MTOJIb30BATENEH, UMEIOIINX IIpaBa MO JOCTYIY, K IEPCOHATBHBIM JIaHHBIM,
cojepkalMcs B HMH(OPMAIIMOHHONW CHUCTeMEe, B INTaTHOM pexuMe (QyHKIIMOHUPOBAHUS
MH(OPMALIMOHHON CUCTEMBI.

8.11. Mepsl 110 3amuTe cpepl BUPTYaIU3aluu JOJKHBI HCKIIIOUaTh HECAHKIIMOHUPOBAHHBIN TOCTYI
K [EPCOHAIbHBIM JaHHBIM, 00pabaThiBa€MbIM B BUPTyaJIbHOM MH(PACTPYKType, U K KOMIIOHEHTaM
BUPTyallbHOW HMH(PACTPYKTypbl W (WMJIM) BO3AEHCTBME Ha HHUX, B TOM YHCIE K CpEACTBaAM
yOpaBlIeHUs BUPTYaNbHOM HHPPACTPYKTYpPOH, MOHUTOPY BHUPTYaJIbHBIX MAaIIUH (TUIIEPBU3OPY),
CHCTEME XpaHEHUs JTaHHBIX (BKJIIOYasi CUCTEMY XpaHEHHs 00pa30B BUPTYaJIbHOW HHPPACTPYKTYPHI),
CeTH TMepelayd JaHHBIX 4Yepe3 AJIEMEHThl BHUPTYyaJbHOM WM (U3NYECKOW HHQPacTpyKTyphl,
TOCTEBBIM OINEPAIlMOHHBIM CHCTEMaM, BUPTYaJbHBIM MalldHaM (KOHTEeHHepaM), CHCTeME U CEeTH
pEIUIMKAlA, TEPMHHAIBHBIM M BHPTYAJIBHBIM YCTPOWCTBaM, a TaKXe€ CHCTEME pPE3EPBHOIO
KOIIMPOBAHUS U CO3/1aBAEMBIM €10 KOIIHSM.

8.12. MepsI 110 3alIUTE TEXHUYECKUX CPEICTB JTOJKHBI HCKIIKOYaTh HECAHKIMOHUPOBAHHBIN JTOCTYTI
K CTal[MOHApHBIM TEXHUYECKUM CpeJICTBaM, 00pabaThIBAIOIINM IEPCOHANIbHBIE JAaHHbIE, CPECTBAM,
obecrieunBaronuM  (QYHKIIMOHUPOBAHWE WH(OpPMAIMOHHOW CcHCTeMBl (Jajlee - CpeicTBa
oOecrieyeHnss (PyHKIIMOHHPOBAHHUSA), U B TOMEIIECHUS, B KOTOPBIX OHM IOCTOSIHHO PAaCIIOJIOXKEHBI,
3aIUTY TEXHUYECKHUX CPEICTB OT BHEIIHUX BO3JCHUCTBUM, @ TAK)KE 3AIIUTY EPCOHAIBHBIX JaHHbIX,
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NPECTABICHHBIX B BHJIE HH(POPMATUBHBIX MEKTPHUECKUX CUTHAIOB U (PU3NYECKUX TTOJICH.

8.13. Mepsl o 3amute HHGOPMAITMOHHONW CUCTEMBI, €€ CPEJICTB, CHCTEM CBS3HU U NEepeIaun JaHHbIX
JOJKHBI 00ECTICUrBATh 3aIUTy MEPCOHAIBHBIX TAHHBIX MPHU B3aUMOJCHCTBUU HH(POPMAIIMOHHOM
CUCTEeMbl WJIH €€ OTHEIbHbIX CErMEHTOB C HWHBIMH HHQOPMAIMOHHBIMH CHUCTEMaMH H
WH(OPMAIMOHHO-TEIICKOMMYHHKAITUOHHBIMU  CETSIMU  TIOCPEJICTBOM TPUMCHECHUS aPXUTEKTYPBI
MH(MOPMALIMOHHONW CHUCTEMBbl U TPOEKTHBIX pELICHUI, HampaBlIeHHBIX Ha olecredyeHue
0€30MacCHOCTH IEPCOHATBHBIX JJAHHBIX.

8.14. Mepbl 1O BBIABICHHIO HHIMJCHTOB W PEardpoOBaHMI0O HAa HHUX JOJDKHBI 00ECIeYHBaTh
oOHapy’KeHHe, HAECHTHU(PUKALNIO, aHaJIU3 HMHUUAECHTOB B HMH()OPMALMOHHOW CHCTEME, a TakKkKe
IIPUHATHE MEP MO YCTPAHEHUIO U IIPENAYIIPEKICHUIO MHIUIEHTOB.

8.15. Mepsl mo ympaBieHu0 KoHpurypamueil nHGOpPMAIMOHHONW CHUCTEMBI U CHUCTEMbI 3aIIUTHI
MEPCOHAIBHBIX JaHHBIX JOJDKHBI OOCECIICUMBATh YINPABICHHE W3MCHCHUSIMH KOHQUTYpaIiH
MH(OPMAIIMOHHON CHCTEMbI U CUCTEMBI 3alIUThl IEPCOHANBHBIX JAHHBIX, aHAIU3 MOTEHIIMAIHLHOTO
BO3JICUCTBUS TUIAHUPYEMBIX M3MEHEHUI Ha oOecrieueHre 0e30MacHOCTU MEePCOHANBHBIX JAaHHBIX, a
Tak)Ke JOKYMEHTHUPOBAHUE 3TUX U3MEHEHHIA.

9. BLI60p MCp 110 obecneyeHnio 0€30MacHOCTH MNECPCOHAJIbHBIX JAaHHBIX, ITIOJJICKAIIUX PCAIN3allhN B
HH(l)OpMaHHOHHOﬁ CHUCTCMC B paMKaX CUCTCMbI 3allIUThI [ICPCOHAJIbHBIX JAHHBIX, BKIIFOYACT:

ornpeneneHue 6a3oBoro Habopa Mep Ho obecrnedeHno 0e30IacHOCTU MEPCOHANBbHBIX JaHHbBIX JUIS
YCTAaHOBJIEHHOT'O YPOBHS 3alllMIIIEHHOCTH MEPCOHAJIBHBIX JAHHBIX B COOTBETCTBMM C 0a30BBIMH
HabopaMu Mep MO o0ecredyeHuI0 Oe30MacHOCTH MEePCOHAIbHBIX JAaHHBIX, MPUBEJIECHHBIMH B
IIPUJIOKEHUN K HACTOSIIEMY TOKYMEHTY;

ajganTanuio 0a3oBoro Habopa Mep MO O0ECHeYeHHI0 OE€30MaCHOCTH NEPCOHATBHBIX JaHHBIX C
y4eToM CTPYKTYPHO-(DYHKIIMOHAIBHBIX ~ XapaKTepUCTUK  HH(OpMAIMOHHOMN CHCTEMBI,
MH(OPMaLIMOHHBIX TEXHOJIOTUH, 0COOEHHOCTEW (PYHKIIMOHUPOBAaHUS HH()OPMALIMOHHON CUCTEMBI (B
TOM 4YHCJI€ UCKJIIOUeHHe u3 0a30Boro Habopa Mep, HENOCPEACTBEHHO CBSA3aHHBIX C
WH(POPMALMOHHBIMA TEXHOJIOTHSIMHA, HE HCIONBb3YyeMbIMH B HH()OPMAIMOHHOW CHCTEME, WU
CTPYKTYPHO-(YHKIIMOHAIBHBIMA ~ XapaKTEepUCTUKAMHU, HE CBOMCTBEHHBIMH HH()OPMAIIMOHHON
cucreme);

YTOUHEHUE aJalTHPOBAHHOTO 0a3oBoro Habopa Mep 1Mo o0ecrneyeHuo Oe30MacHOCTH
NEPCOHAIBHBIX JaHHBIX C y4E€TOM HE BHIOpaHHBIX paHee Mep, NMPUBEIACHHBIX B IMPHIIOKEHHUU K
HACTOSILEMY JIOKYMEHTY, B Pe3yJIbTaTe Yero ONpeAesIoTCS Mephl 0 00ecredeHn o 0e30acHOCTH
MEPCOHAIBHBIX JIaHHBIX, HAIIPaBJIEHHbIE HA HEHUTPAIM3AIMI0 BCEX aKTyalbHbIX YIrpo3 0€30MacHOCTH
NEePCOHANBHBIX JAHHBIX JUII KOHKPETHOW HH(POPMAIITMOHHONW CUCTEMBI;

JAOIMMOJIHCHUEC YTOUHCHHOI'O aJalITUPOBAHHOT'O 0a30BOro Ha6opa MCEp 1o o0ecreueHuI0 OE30IMacHOCTH
NEPCOHATIBHBIX OJAaHHBIX MEpaMu, O6€CH€'~II/IBaIOHH/IMI/I BBITIOJTHEHHEC Tpe60BaHI/II\/'I K 3amuTe
NEPCOHATIBHBIX JAHHBIX, YCTAHOBJICHHBIMU HHBIMH HOPMATHBHBIMH IPABOBBIMHU aKTaMH B obnactu
obecneueHns 0€30IaCHOCTH NEPCOHAIIBHBIX JAHHBIX U 3alUThI I/IH(I)OpMaI_[I/II/I.

10. IIpu HEBO3MOXKHOCTH TEXHUYECKON peann3allii OTACIbHBIX BRIOPAHHBIX MEp MO 00ECIIeUeHHUO
0€30MaCHOCTH TIEPCOHAIBHBIX JaHHBIX, & TAKXKE C YYETOM SKOHOMHYECKOW IIeTIeCO00Pa3sHOCTH Ha
dTamax ajantanud 0a30BOr0 Habopa mep W (WiIHM) YTOYHEHHS aJalTHUPOBAHHOTO 0a3oBoro Habopa
Mep MOTYT pa3padaThIBaThCsi MHBbIE (KOMIICHCUPYIOIINE) MEPhI, HAllPaBJICHHBIC HA HEHTpaIN3alnio
AKTyaJIbHBIX yTPp0o3 0€30MacHOCTH MEPCOHANBHBIX TaHHBIX.
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IIPOBEACHO 000CHOBaHHE IMIPUMEHCHUA KOMIICHCHPYIOIIUX MEp IJIA obOecrieyeHnss OE30IaCHOCTHU
NEPCOHATIBbHBIX TaHHBIX.

11. B ciydae ompenesnieHUs B COOTBETCTBUU ¢ TpeOOBaHUAMH K 3alllUTE MEPCOHAIBHBIX MPU UX
o0paboTke B HWHPOPMAIIMOHHBIX CHCTEMaxX TEPCOHANBHBIX  JaHHBIX, YTBEP)KICHHBIMH
noctaHoByieHreM [IpaButenscTBa Poccuiickoit @eneparuu ot 1 HossOpst 2012 r. N 1119, B xauecTBe
AKTyaJIbHBIX YIpo3 0€30MacHOCTH TMEPCOHAIBHBIX TaHHBIX |-T0 M 2-TO THUIOB JOIMOJHUTEIBHO K
MepaM 10 oOecnedyeHnio Oe30MacHOCTH MEPCOHANbHBIX JIaHHBIX, YKa3aHHbIM B IIyHKTE 8
HACTOSIIIETO JJOKYMEHTA, MOTYT IPUMEHSATHCS CIICTYIOIIUE MEPHI:

MIPOBEPKA CUCTEMHOTO U (WJIM) MPHUKJIAJHOTO MPOrPaMMHOTr0 00eCIeueH s, BKIIOYast MPOTPaMMHBIN
KOJ, Ha OTCYTCTBHE HEJEKIApPUPOBAHHBIX BO3MOXKHOCTEH C UCIIOJIb30BAHUEM aBTOMATH3WPOBAHHBIX
CpencTB ¥ (M) 0€3 UCTIOIB30BaHUS TAKOBBIX;

TCCTUPOBAHUC HH(I)OpMaHHOHHOfI CUCTCMbI HAa IPOHUKHOBCHH;

HCIIOJIB30BaHHC B HHq)OpMaHHOHHOﬁ CUCTEMEC CHUCTCMHOI'O H (I/IJ'II/I) IMPUKIAAHOIO IIPOrpaMMHOI0
06GCHGLIGHI/I$I, pa3pa60TaHH0r0 C UCITIOJIB30BAHUCM MCTOAOB 3allIMUIIICHHOI'O IIPpOrpaMMUpPOBaHUA.

12. TexHuueckue Mephl 3alUThl IEPCOHATIBHBIX JAHHBIX PEATU3YIOTCS MOCPEACTBOM MPUMEHEHHUS
CPEeACTB 3aIIUTHl HH(YOPMAIMH, B TOM YHCJIE IPOrPaMMHBIX (TIPOrpaMMHO-aNapaTHbIX) CPEACTB, B
KOTOPBIX OHU peajr30BaHbl, UMEIOIIUX HeoOxoaumble QyHkuuu Oe3omacHocTd. (B pea. [Ipuxaza
OCTIK PO ot 23.03.2017 N 49)

[Ipu wucnonb3oBaHMM B HH(POPMALMOHHBIX CHCTEMax CEpTU(ULHPOBAHHBIX IO TPEOOBAHUAM
6e3omacHOCTH WH(poOpManuu cpeAcTB 3amuThl UHGopMmauu: (B pen. Ilpukaza ®CTIK PP or
23.03.2017 N 49)

B MH(POPMALMOHHBIX cUcTeMaX | ypOBHS 3aIMIICHHOCTH MEPCOHAJBHBIX JAHHBIX HMPUMEHSIOTCS
CpelCcTBa 3aluThl MHQOpMalMM He HIKe 4 Kiacca U 4 ypoBHS JOBepus, a TaKkKe CpelCTBa
BBIYMCIIUTENILHON TEXHUKU He HIKe 5 kiacca; (B pea. [IpukazoB @®CTIK PO ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

B MH(OPMAIIMOHHBIX CHUCTEMax 2 YpOBHS 3alllMLIEHHOCTH NEPCOHAIBHBIX NAHHBIX MPUMEHSIOTCS
CpeACTBa 3alUThl MHPOpPMALMU HE HMXKE 5 Kiacca M 5 ypoBHSA JIOBEpHs, a TaKKe CpeACTBa
BBIUMCIIUTENBbHON TEXHUKH He Huke 5 kiacca; (B pen. [Ipukazo ®CTOK PO ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

B MH(OPMALMOHHBIX CHUCTEMax 3 YypOBHS 3alllMIIEHHOCTH MEPCOHAIBHBIX NAaHHBIX MPUMEHSIOTCS
CpeZCTBa 3alUThl HHPOpPMaLUHU 6 Kilacca U 6 YPOBHS OBEPHsl, a TAKXKe CPEACTBA BEIYUCIUTEILHON
TEeXHUKHU He Huxke 5 knacca; (B pea. IlpukazoB @®CTIK PD ot 23.03.2017 N 49, ot 14.05.2020 N
68)

B MH(OPMALIMOHHBIX cUcTeMaxX 4 ypOBHS 3aIlIMIIEHHOCTH MEPCOHAJBHBIX JTAHHBIX HMPUMEHSIOTCS
CpeZCTBa 3alUThl HHPOpPMaLUHU 6 Kilacca U 6 YPOBHS JOBEPHsI, a TAKXKe CPEACTBA BEIYUCIUTENLHON
TeXHUKHU He Huxke 6 kinacca. (B pen. Ilpukazos ®CTIK P® ot 23.03.2017 N 49, ot 14.05.2020 N
68)

Knaccel 3amuThl  ONpPEAENsOTCS B COOTBETCTBMM C HOPMATHBHBIMU IIPAaBOBBIMHM  aKTaMH,
W3/IaHHBIMU B COOTBETCTBUU ¢ moanmyHKkToM 13.1 mynkra 8 [Tonoxxenust o @enepanbHOi ci1yk0e 1mo
TEXHUYECKOMY M 3KCIIOPTHOMY KOHTpPOJIIO, YTBEpxkKACHHOro Ykaszom lIpesunenrta Pocculickoin
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®enepanuu ot 16 aBrycra 2004 r. N 1085. (B pen. [Tpukaza ®CTIK PD or 23.03.2017 N 49)

VYPpOBHH JOBepUsi YCTaHABIMBAKOTCSI B COOTBETCTBUU C TpeOOBaHUSMH 1O O€30MacCHOCTH
uHpOpPMAlLlMK, YCTAaHABIMBAIOIIMMH YPOBHU JIOBEpUS K CpPEICTBAM TEXHHUYECKOH 3aIlUTHI
uHpoOpMalUM U cpencTBaM  olecrieueHHss O€30MaCHOCTH HMH(OPMAIMOHHBIX  TEXHOJOTHH,
yrBepxkaeHHbIMU npukazoM D®CTOK Poccun ot 30 umrons 2018 r. N 131 (3aperucrpupoBaH
Muntoctom Poccun 14 Hos6ps 2018 1., peructpannonnsiii N 52686). (B pen. I[Ipukaza ®CTOK PD
or 14.05.2020 N 68)

[lpy wucmonb30BaHMM B  HMH(POPMALMOHHBIX CHUCTEMax CpPEACTB 3allUThl  HMH(OpPMAIHH,
cepTu(UIUPOBAHHBIX MO TPeOOBaHUIM 0€30MACHOCTH MH(OPMALIMU, YKa3aHHbBIE CPEJICTBA JTOJIKHBI
ObITh CepTH(PHUUIMPOBAHBl HA COOTBETCTBHE OOS3aTEIbHBIM TpPEOOBAaHHMSIM IO OE30MacCHOCTH
uH(pOpMallMK, YCTAaHOBIEHHBIM HOPMATUBHBIMH IPaBOBBIMHU aKTaMH, WIW TpPeOOBAHUSM,
YKa3aHHBIM B TEXHMUYECKHUX YCIOBHAX (3amanusix mo 6e3omacHoctu). (B pen. [lpukaza ®CTIK PO
or 23.03.2017 N 49)

@OyHKIUM 0€30MACHOCTH CPEJICTB 3aIUThl HHPOPMAIMH TO0JKHBI 00ECIICUNBATH BBITOIHEHHE MEp
1o obecreyeHno 6e30MacHOCTH MEPCOHATBHBIX JAHHBIX, COJCPHKAIIUXCS B HACTOSIIEM JOKYMEHTE.
(B pex. Ipukaza ®CTOK PD ot 23.03.2017 N 49)

A63a1] ogquHHAANATEIA. - YTpatui cuiy. (B pen. [Ipukaza ®CTIK P ot 14.05.2020 N 68)

13. IIpu ucnonb30BaHUM B MHOOPMAILIMOHHBIX CUCTEMaxX HOBBIX MH(POPMAIIMOHHBIX TEXHOJIOTUH U
BBISIBJICHUM JIOTIOJHUTEIBHBIX Yrpo3 O€30MacHOCTH MNEPCOHAIbHBIX JaHHBIX, S KOTOPBIX HE
ofpeieNieHbl Mepbl o0ecrieyeHns UX 0e30MacHOCTH, JAOJDKHBI pa3padaThiBaThCs KOMIIEHCUPYIOIINE
MepbI B COOTBETCTBUU ¢ MyHKTOM 10 HACTOSAIIETO TOKyMEHTA.

Ipunoscenue

x Cocmagy u cooepicanuio
OpP2aHU3AYUOHHBIX U MEXHUYECKUX
Mep no obecneyeHuro 6e30nacHoCmu
NepPCOHANbHBIX OAHHBIX NPU UX
obpabomke 8 UHPOPMAYUOHHBIX

cucmemax nepCcorHalbHbvlx OAHHBIX

COCTAB U COJAEPKAHUE MEP 1O OBECNEYEHUIO
BE30IMACHOCTHU NEPCOHAJIbHBIX JAHHBIX,
HEOBXOJIUMBIX JIJ151 OBECTIEUEHUS KAYKIOTO U3
YPOBHEM 3AIIUIEHHOCTHU NEPCOHAJBLHBIX
JAHHBIX
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YcnoBHoe Copneprxanue Mep 1o 00ecTIeuyeHHIO YPpOBHU 3aIUIEHHOCTH IEPCOHATIBHBIX
o0o3HaueHne | ©0e30MacHOCTH NePCOHATIBHBIX TaHHBIX JAHHBIX
U HOMED 4 3 2 1
Mepbl
|. Unentudukanms u ayreHTHuUKaLus cyObeKTOB J1ocTyna U 00bekToB nocryna (MAD)
NAD.1 Mnentudukanus u ayreHTHGUKanms + + + +

[10JIb30BaTENCH, SABISIOIINXCS
a0OTHHKAaMHU oneparopa

MAD.2 N nentudukanus 1 ayTeHTHUKAITIS + +
YCTPOMCTB, B TOM YHUCJIEC CTAI[MOHAPHBIX,
MOOMJIBHBIX M MTOPTATUBHBIX

NAD.3 'YrpasieHnue uaeHTu(UKaTopamMy, B Tom |+ + + +
YuCiIe CO3/1aHue, IPUCBOCHUE,
HUYTOXXEHHE UICHTU(PUKATOPOB

MAD .4 'YrpaBieHue cpeacTBamMu + + + +
ayTeHTH(HUKALNHU, B TOM YHCJIE XpaHEHHUE,
BbI1aya, MHULIMATN3aIus, OJOKHPOBAaHUE
CpeACTB ayTEHTH(PHUKAINU U IPHHITHE MEP
B ClIy4ae yTpaThl U (WJIM) KOMIIPOMETALIUN
CpeACTB ayTeHTH(HUKAINN

MNAD.5 3amuTa 0OpaTHOM CBS3U IIPHU BBOJIC + + + +
ayTeHTU(UKAIIMOHHOW MH(OpMaluu
NAD.6 M nenTudukanus u ayTeHTUUKaLUs + + + +

[0JIb30BaTeNeH, He SBISIOIINUXCS
paboTHUKaMU orepaTropa (BHEIIHUX

MOJIb30BaTENeH)
Il. Yopasnenue noctynom cyobeKkToB goctyna K oobekram gocryna (YIII)
VIII.1 'YrpaBienue (3aBefieHHE, aKTUBALINSA, + + + +

0JIOKHPOBAHHME U YHUUYTOKEHHUE) YUETHBIMU
3alyCsIMH ITOJIb30BaTEJIEH, B TOM YMCIIE
BHEIIIHUX I10JIb30BaTENIEN

VIII.2 Peanmnzanusa He0OXOIUMBIX METOIOB + + + +
(IMCKPEMOHHBII, MaHJaTHBIHN, POJIEBOI
WJTH MTHOM METOJT), TUIIOB (UTCHHE, 3aITUCh,
BBITIOJTHCHHUE WJIM WHOM THIT) U TIPaBUII
a3TpaHUYECHUS JOCTYyNa

YII/I.3 Yrpasnenue (GpuiibTpanus, + + + +
MapIIpyTHU3aLus, KOHTPOJIb COSAMHEHU,
OJTHOHAIPABJICHHAS TIepe/iaya U HHbIC
CIOCOOBI yIIpaBJICHUS)
MH(POPMAIIMOHHBIMHA TTOTOKAMH MEXTY
yCTPOHCTBAMU, CETMEHTAMHU
MH()OPMAIIMOHHON CHCTEMBI, a TAKKe
MeK Ty ”HOPMALIMOHHBIMU CUCTEMaMHU

YI1/1.4 Pa3nenenue noasHomouunit (poseit) + + + +
[0JIb30BaTENICH, aIMUHICTPATOPOB U JIUII,
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oOecreunBaromuX QyHKIIHOHUPOBAHHUE
MH()OPMAIIMOHHON CHCTEMBI

YITI.5 Haznauenne MUHMMaIbHO HEOOXOIUMBIX [+ +
[paB U MIPUBUIICTUH MTOTIH30BATEIISM,
AQIMUHUCTpaTOpaM U JIMIIaM,
obOecrieurnBarouM (YHKIIMOHUPOBAHUE
MH(GOPMALIMOHHOM CUCTEMBI

YII.6 OrpaHn4eHHe HEYCIEIHBIX MOIBITOK + +
BXO7[a B UHPOPMAIIMOHHYIO CUCTEMY
(moctyna Kk nHOOPMAITMOHHOW CHCTEME)

YILL.7 [ [penynpexaeHue noap30BaTess Py ero
BXO0/JI¢ B MHPOPMAITMOHHYIO CUCTEMY O TOM,
4TO B MH(OPMAIIMOHHOI cucTeMe
[peaT30BaHbI MEPHI TT0 00CCIICYCHHUTIO
0€30MacCHOCTH MEPCOHATIBHBIX TaHHBIX, U O
HE00X0JUMOCTH COOIIOACHHUS
[YCTAHOBJIEHHBIX OIEPATOPOM IPABUII
00pabOTKM NEPCOHATBHBIX JAHHBIX

VII.8 OrmoselieHne Moab30BaTelIs IOCIIE
YCTICIITHOTO BXO/a B MH()OPMAIMOHHYIO
CHUCTEMY O €ro MpeIblIyIIeEM BXOJIE B
MH(}OPMALIMOHHYIO CUCTEMY

YIIA.9 OrpanndeHne yuciia napauienbHbIX
CEaHCOB JIOCTYIIA JIJIs KaXJ0M YUYETHOM
3aIMCH 10JIb30BaTeNs HH(POpMaIMOHHON
CHCTEMBI

VITI.10 biiokHpoBaHue ceaHca J0CTyIla B +
H(OPMAaLIMOHHYIO CUCTEMY TTOCIIe
yCTaHOBJIEHHOT'O BpeMEHH Oe31eiCTBUS
(HEaKTMBHOCTH) MOJIb30BATENS WIIH 10 €T0
3arpocy

YII.11 Pazperenne (3amnpert) AecTBHiA +
[MOJIb30BaTENEH, Pa3pEICHHBIX 10
MaeHTU)UKAIINY U ayTeHTUDUKAIIH

VII/.12 [Tonnepkka U coxpaHeHue aTpudyToB
0e30macHOCTH (METOK 0€30MacHOCTH),
CBSI3aHHBIX ¢ MH(OpMaIMen B mpoIiecce ee
XpaHeHHs U 00pabOTKH

VIIIO.13 Peann3anus 3aMIIEHHOTO yAAIEHHOTO + +
mocTyna cyObeKTOB JJOCTyNa K 00beKTamM
ToCTyTIa Yepe3 BHEIIHNE

1H(OPMAaIMOHHO-TEIIEKOMMYHHKAIMOHHBIE]
ceTH

YITIA.14 PernameHTanus 1 KOHTPOJIb + +
MICTIOJIb30BaHUs B UH(OPMALIMOHHOMN
CHCTEME TEXHOJIOTHH 6eCIPOBOIHOTO
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ocryna

VIIL.15

PeryiaMenTanus 1 KOHTPOJIb
MCTIOJIB30BaHUS B MH(OPMAIIMOHHOM
crucTeMe MOOMJIbHBIX TEXHUYECKUX CPEJICTB

VIIJI.16

YpapieHue B3auMOJICUCTBUEM C
H(OPMAIIMOHHBIMU CUCTEMaMU
CTOPOHHUX OpraHU3alui (BHEITHHE
HGHOPMAIMOHHBIE CHCTEMBI)

VIIJI.17

O0ecrnieyeHue TOBEPEHHOMN 3arpy3Ku
CPE/ICTB BBIUMCIUTEIHLHON TEXHUKHI

I11. Orpannuenue nporpammuoii cpenbl (OI1C)

OIIC.1

'Yrpasienue 3amyckom (0OpanieHnusIMu )
KOMITOHEHTOB ITPOTPAMMHOTO
0OeCTIeYeHHsI, B TOM YHUCIIE OIpEIeIICHUE
3aIlyCKaeMbIX KOMIIOHEHTOB, HACTPOHKa
MapaMeTpPOB 3aITyCKa KOMIIOHEHTOB,
KOHTPOJIb 32 3aITyCKOM KOMITOHEHTOB
POrPaMMHOTO 00CCIICUSHUS

OIIC.2

'YrpaBiieHre yCTaHOBKOM (MHCTaIISIUEH )
KOMITOHEHTOB ITPOTrPaAaMMHOTO
oOecrevyeHrs, B TOM YHCJIe ONpeesieHUue
KOMITOHEHTOB, TIO/IJICKAIINX YCTAaHOBKE,
HACTpOIiKa mapaMeTpOB YCTAHOBKH
KOMITOHEHTOB, KOHTPOJIb 32 YCTAaHOBKOM
KOMIIOHEHTOB IPOTPAMMHOT0 00€CTIeYSHHUSI

OIIC.3

'Y cTaHOBKa (MHCTAJUIALINS) TOJIBKO
Pa3pEIICHHOTO K MCIIOIb30BAHHIO
[IpOrpaMMHOTr0 oOecrieueHust U (M) ero
KOMITOHEHTOB

OIIC.4

'YrpaBieHue BpeMeHHbIMH (paiiiamMmu, B TOM
4KCIIe 3alpeT, pa3pelieHue,
[IepeHaIpaBJICHUE 3alIUCH, YAJIIEHNE
BpeMEeHHbIX (ailsioB

IV. 3amura MalmIMHHBIX HOCUTENIEH MepcoHaIbHBIX NaHHBIX (3HU)

SHI. 1

'YyeT MalIMHHBIX HOCUTENEH
[MEPCOHAJIbHBIX JAHHBIX

+

SHI.2

anaBneHHe AOCTYIIOM K MAallTMHHBIM
HOCHUTCJIAM IICPCOHAJIIBHBIX JaHHBIX

3HH.3

KOHTpOJIB NEpeMCIICHUS MAITMHHBIX
HOCHUTEJICH MNEPCOHAIBHBIX TaHHBIX 3a
IMPCACIIbL KOHTpOJ'Ipr@MOfI 30HBI

3HI.4

M ckimrouenre BO3MOKHOCTH
HECAHKI[TMOHUPOBAHHOT'O O3HAKOMIICHHUSI C
COJIEpKaHUEM TIePCOHAIIbHBIX TAHHBIX,
XPaHAIINXCS HA MAIIMHHBIX HOCUTENSX, U

(vJ1) UCTIOJTH30BAHUS HOCUTEJICH
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MCPCOHAJIBHBIX NAHHBIX B MHBIX
I/IH(i)OpMaHI/IOHHI)IX CUCTeMax

3HU.5

KoHTpOJIh HCIIONh30BaHusI HHTEP(EHCOB
BBO/Ia (BBIBOJIa) HH(MOpMAIIUY Ha
MAIIMHHBIE HOCUTEIN TIEPCOHATBHBIX
TAaHHBIX

3HI.6

KoHTpoJib BBO/1a (BBIBOIA) HH(POPMALTHH
Ha MAIIMHHBIC HOCUTEIN TIEPCOHABHBIX
TAHHBIX

SHI.7

KOHTpOJIB MNOAKJIIOYCHU S MAallIMHHBIX
HOCUTENICH IMCPCOHAJIBHBIX JaHHBIX

3HI.8

YHu4TOXKEHHE (CTUPAHUE) UITU +
00e31MYMBaHNE IEPCOHAIBHBIX JaHHBIX Ha
MAIIMHHBIX HOCUTEIISAX MPH UX Mepeade
MEXXy I0JIb30BATEISIMU, B CTOPOHHHE
OpraHu3alMH JIJIsl PEMOHTA WIH
YTUIIM3ALMHY, a TAKXKe KOHTPOJIb
YHUUTOXKEHUS (CTUpAHUs) WU

003 IMYMBaAHMSI

V. Perucrpanus coosituii 6e3omacHoctu (PCB)

PCb.1

OrnpezesieHre coObITHI 0€30ITaCHOCTH, + +
[MO/IJIeXKAITNX PETUCTPALIMH, U CPOKOB MX
XpaHeHUsl

PCb.2

OnpeneneHne cocraBa U CoIEpKaHUs + +
MH(pOpMaIK 0 COOBITHIX O€30TMTaCHOCTH,
MO JICKAIIUX PETUCTPAIINU

PCB.3

COop, 3anuck 1 XpaHeHue uHpopMaluu o |+ +
COOBITUSX OE30MTaCHOCTH B TEUEHHE
CTaHOBJICHHOTO BPEMEHU XPaHEHUs

PCb.4

PearupoBanue Ha cOOU PU PErHCTPALUU
COOBITHI OS30IaCHOCTH, B TOM YHCJIE
armapaTHble U IPOrpaMMHBIE OLITHOKH,
cOou B MexaHH3Max cbopa nHpopmanuu u
ITOCTHOKEHUE TMTpeJiesia U TTePETIoIHEHHS
00BbemMa (EMKOCTH) MaMATH

PCb.5

MOHHUTOPHHT (IPOCMOTp, aHAIIN3)
[PE3YIBTATOB PETUCTPAITUN COOBITHI
0€30IIaCHOCTH U pearupoBaHue Ha HUX

PCb.6

['eHepupoBaHUE BPEMEHHBIX METOK U (WJIN)
CUHXPOHM3ALMS CHCTEMHOT'O BPEMEHU B
H(GOPMallMOHHOM CHCTEME

PCB.7

3amuTa HHPOPMAITUHA O COOBITHSIX + +
0e30MacCHOCTH

VI. AutuBupycHas 3amura (AB3)

AB3.1

Peayi3anysi aHTUBUPYCHOM 3aIUTHI + +

AB3.2

OGHOBJICHNE 06a3bl TAHHBIX PHU3HAKOB + +
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BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTPaMM
(BUPYCOB)

VIl. O6napysxenue ropxenuii (COB

COB.1

OOHapy>KEHHUE BTOPKEHUI

+

COB.2

O6HOBICHHE 0a3bI PENIAIONTUX ITPABHII

+

VIII. Kontpouib (aHajIn3) 3aIMIIEHHOCTH I1€

COHAJIbHBIX JTaHHBIX (AH3)

AH3.1

BrisiBneHnue, aHan3 ysa3BUMOCTEM
WH(OPMAIIMOHHON CHCTEMBI 1
OTIEPaTUBHOE YCTPAHCHUE BHOBD
BBISIBJICHHBIX YSI3BUMOCTEHN

+ +

AH3.2

KOHTpOJIb yCTaHOBKH OOHOBIIEHUI
[IPOTPAMMHOTO 00eCTIeueHHMsI, BKITIOYast
0OHOBJICHHE IPOTPAMMHOT0 00ECTIeUeHHUSI
CPEACTB 3alIUTHI HH(GOPMAIHH

AH3.3

KonTtposs paboTocriocoOHOCTH,
apaMeTpOB HACTPOMKH U MPaBUIBHOCTH
(yHKIIMOHUPOBAHUS IIPOTPAMMHOTO
oOecIieueHns U CPe/ICTB 3aIIUThI
uHpOpManun

AH3.4

KOHTpOJIb cOCTaBa TEXHUUECKUX CPEACTB,
[IPOrPaMMHOT0 OOeCTIeUeHus U CPECTB
BalUThl HH(OpMAIMH

AH3.5

KoHTpOosb MpaBWI reHEpPAKU U CMEHBI
[1apoJie MOJIb30BATENEH, 3aBEICHUS U
YAQICHHS YYETHBIX 3aIKCcen
[10JIb30BATENICH, peaTnu3aliy IPaBUl
[pa3rpaHU4eHMs JOCTyNa, IOJTHOMOYUI
MoJb30BaTesiel B MHPOPMaIMOHHON
CUCTEME

IX. OGecnieuenue HCJIIOCTHOCTHU HH(I)OpMaHHOHHOﬁ CUCTCMBI U IICPCOHAJIBHBIX JaHHBIX

OLJI1

KOHTpOJIb IETOCTHOCTH TPOrPAMMHOTO
oOecreyeHus, BKIIIouasi IporpaMMHOe
oOecrieyeHne CpeICTB 3aLIUThI
HGbopMaluu

+

(O
+

OLJI.2

KOHTpOJIB HEJIOCTHOCTH NICPCOHAIIBHBIX
JIAHHBIX, COACPKAIINXCA B 0azax JaHHBIX
PIH(I)OpMaLIHOHHOP'I CHUCTCMBI

OLUL3

O6ecneueHre BO3MOKHOCTH
BOCCTAHOBJICHHSI IIPOTPAMMHOTO
oOecrieueHns, BKITF0Yast IPOrpaMMHOe
oOecrevueHrne CpeICTB 3alIUThI
vH(OopMaIu, TPy BO3HUKHOBEHUH
HCINTATHBIX CI/ITyaI_[I/Iﬁ

OLJ1.4

OOHapy’KeHHE U pearnpoBaHue Ha
MOCTYIIJICHHE B MH()OPMAITHOHHYIO
CHCTEMY He3anpalInBaeMbIX JICKTPOHHBIX
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HU ATTECTALIUHA

CcO00ILIeHUH (M1ceM, JOKYMEHTOB) U MHOU
MH(pOpMaIHY, HE OTHOCALINXCS K
(YHKIMOHUPOBAHUIO HH()OPMAITMOHHON
CHCTEMBI (3alIMTa OT crlaMa)

OLJLS KonTpoins copepxkanust nHpopMarum,
repeaaBaeMoil u3 HH(GOpMaIMOHHOM
CUCTEMBI (KOHTEHHEPHbIN, OCHOBaHHbBIN Ha
CBOIMCTBax 00BEKTA IOCTYIIA, U (WIJIH)
KOHTCHTHBIM, OCHOBAaHHBIN HA MOHCKE
BalpelleHHo K nepeaaue NHPOPMaIUH C
MICIIOJIb30BAaHUEM CUTHATYpP, MACOK U MHBIX
METO/IOB), U UICKJIIOUEHHE HEMPAaBOMEPHOI
nepeaayn nHHOpMAaIK U3
HGbOPMaIMOHHON CHCTEMBbI

OLJIL.6 OrpanudeHue npas M0JIb30BaTeNEH 110
BBOy MH(OpMaUU B HHPOPMAIIHOHHYIO
cUcTeMy

OLJL.7 KoHTpOoJIb TOYHOCTH, TTOJIHOTHI U

NpPaBUIIBHOCTH JIaHHBIX, BBOJUMBIX B
MHGOPMALIMOHHYIO CHCTEMY

OLJL.8 KOHTpOJIb OIMIMOOYHBIX ACHCTBUI
MOJIb30BaTENICH M0 BBOAY M (WJIK) TIEpenayue
MEePCOHANBHBIX JaHHBIX U
[peynpexaeHre nojib3oBaTenel 00
OIIMOOYHBIX IEUCTBUIX

X. O0ecneuyeHre JOCTYNMHOCTH nepcoHanbHbIX AaHHbIX (OT)

OIT.1 lcrionb30BaHUE OTKa30yCTOMYHUBBIX
TEXHUYECKHUX CPEJICTB
ONT.2 Pe3epBupoBaHIe TEXHUYECKUX CPECTB,

[POrPaMMHOTO OOECTIeueHu s, KaHAIOB
nepeaaun nHGopMaIuu, CpesicTB
oOecnieueHns (PyHKIIMOHUPOBAHUS
MH()OPMAITMOHHON CHCTEMBI

OIT.3 KoHTposbs 6€30TKa3zHOro
Q)YHKHI/IOHI/IPOBZLHI/IH TEXHUYECKUX
CpeACTB, OOHApY>KEHHE U JIOKAIN3AIUS
OTKa30B CbYHKHI/IOHI/IpOBaHI/IH, IIPUHATHUEC
Mep TI0 BOCCTAHOBJICHUIO OTKa3aBIINX
CPEACTB U NX TCCTUPOBAHUEC

OIT.4 [leproanueckoe pe3epBHOE KOMPOBAHUE +
MEPCOHATIBHBIX TaHHBIX Ha PE3CPBHLBIC
MalIMHHBIE HOCUTEIH MEPCOHATBHBIX
ITAHHBIX

O/T.5 OO0ecmedueHrne BO3MOKHOCTH +
BOCCTAaHOBJICHHS IIEPCOHATIBHBIX JAHHBIX C
€3epBHBIX MAIlIMHHBIX HOCHTCHeﬁ
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[IEPCOHAIbHBIX JaHHBIX (PE3EPBHBIX
KOIUi) B TCUCHHE YCTAHOBJICHHOTO
BPEMEHHOI'0 MHTEpBaJIa

XI. 3amuta cpenbl Buptyanusaiuu (3CB)

3CB.1

N nentudukanus u ayTeHTHUKAITIS
CyOBEKTOB JIOCTYIIA M OOBEKTOB JJOCTYTIA B
BUPTYaJIbHOU HHPPACTPYKTYPE, B TOM
qrCIIe aJIMUHUACTPATOPOB yIIPABICHUS
CpeJICTBAMHU BUPTYaIH3AIHH

+

+

3CB.2

'YrpaBiieHHEe 10CTYIIOM CYOBEKTOB 10CTYII)
K 00BEKTaM JOCTyIa B BUPTYaJIbHOM
MHPPACTPYKTYpE, B TOM YUCIIC BHYTPH
BUPTYaJIbHBIX MAILIUH

+

3CB.3

Peructpanus coObITHI O€301TACHOCTH B
BUPTYaJIbHOU HHGPACTPYKTYpE

3CB.4

Yrpasienue (puiibTpanus,
MapLIpyTHU3aLusl, KOHTPOJIb COeAUHEHUS,
0JIHOHAIIPABJICHHAs IIepe/iada) IOTOKaMHU
MHGOPMALIUK MEXKAY KOMIIOHEHTaMU
BUPTyaJbHONH MH(PPACTPYKTYPHI, a TAKKE
10 IEpUMETPY BUPTYaJIbHON

MHGPaCTPYKTYpBI

3CB.5

/loBepeHHas 3arpy3ka cepBEpOB
BUPTYaIU3alii, BUPTYaJIbHOU MalMHbI
(KoHTelHepa), cepBepOB yIpaBICHUs
BUpTYyaJIM3aLMen

3CB.6

'YnpaBieHne iepeMenieHneM BUPTYaTbHBIX
MalluH (KOHTeHHEpOB) U 00padaTbIBaMbIX
Ha HUX JTAHHBIX

3CB.7

KOHTpOJIb IETIOCTHOCTH BUPTYaIbHOU
MHGPacTPYKTYphl U ee KOHUrypanui

3CB.8

Pe3epBHOE KOMMPOBAaHUE TAHHBIX,
[pe3epBUPOBAHUE TEXHUUYECKUX CPECTB,
[IPOTPaMMHOT0 00eCrieueHHsI BUPTYaJIbHOU
MH(PaCTPYKTYPHI, a TAK)KE KAHAJIOB CBSI3U
BHYTPH BUPTYaJIbHOW HHPPACTPYKTYPbI

3CB.9

Peanu3amnus 1 ynpaBlieHUE aHTUBUPYCHON
BalIUTON B BUPTYAJIbHOM HHPPACTPYKTYpE

3CB.10

PazOnenue BUPTyaIbHON HHPPACTPYKTYPbI
Ha CerMEHTHI (CErMEHTUPOBaHHE
BUPTYaIbHOU HHGPACTPYKTYPHI) AJIs
00pabOTKH IEPCOHABHBIX JaHHBIX
OT/IEITLHBIM TIOJIb30BATENIEM U (HJTH)

CPYIIION I10JI30BATENIEH

XIl. 3ammra texanueckux cpeacts (3TC)

3TC.1

|3a1u1/ITa nHpopmaruu, oOpadbaTsiBacMoi
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TCXHUYICCKUMU CPEACTBAMHU, OT €€ YTCUKHU
110 TCXHUYCCKUM KaHaJlaM

3TC.2 Opranuzanys KOHTpPOJIMPYEMOM 30HbI, B
npesenax KOTOpOoil HOCTOSTHHO
pasMeaTCs CTallMOHAPHBIE TEXHHYECKUE
cpencTBa, 00pabaThIBAOIINE
MH(OPMALINIO, 1 CPEJICTBA 3ALUTHI
nH(pOpMAaINK, a TAKXKE CPEICTBA
oOecnieyeHns QYHKIIMOHUPOBAHUS

3TC.3 KoHTpoJb 1 ynpaBieHne pu3ndecKkum + + + +
ITOCTYIIOM K TEXHUYECKUM CPEICTBAM,
CpelCTBaM 3aluThl HHGOpMAIUH,
CpelcTBaM 00eCTICUCHUS
(YHKIIMOHUPOBAHMSI, & TAKXKE B
[MOMEIICHUS U COOPY>KEHHUS, B KOTOPBIX
OHH YCTaHOBJICHBI, UCKJIIOYAOIIINE
HECaHKI{MOHUPOBAHHBINA (PU3NUECKUI
ITOCTYT K CpeacTBaM 00paboTKu
WH(OpMAIINHU, CPEACTBAM 3aIUTHI
MH(pOpMaIlUK U CpeACcTBaM 00ecTieYeHHs
(yHKITMOHUPOBaHUS HHHOPMAITMOHHON
CHUCTEMBI, B IOMEILIEHUS U COOPYKEHUS, B
KOTOPBIX OHU YCTAaHOBJICHBI

3TC.4 Pa3menienue ycTpoicTB BbIBOJA + + + +
(oTOOpakeHus) UHGOpMaIHH,
MCKJIFOYAOIIIEE €€ HECAHKIIMOHUPOBAHHBIN
POCMOTP

3TC.5 BamuTa OT BHEITHUX BO3IEHCTBUI
(BO3aEMCTBUI OKpYIKalOIIEH cpesibl,
HECTaOUIILHOCTH 3JIEKTPOCHAOXKEHNUS,
KOHIWIIMOHUPOBAHUS U UHBIX BHEITHUX

(hakTOpoB)
XII1l. 3ammTa nHPOPMALIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBsI3U U nepenaun ganHbix (3UC)
SH1C.1 Pasnenenue B nHGOPMALIMOHHON CUCTEME +

(YHKIHI MO YIIPaBIECHHIO
(aIMUHUCTPUPOBAHMIO ) HH(OPMALIMOHHON
CHCTEMOM, YIIPABICHHIO
(aIMUHUCTPUPOBAHHUIO) CUCTEMOM 3aIUThI
[EepCOHANTBHBIX JaHHBIX, (QYHKIMHA 1O
00paboTKe EPCOHANBHBIX TAHHBIX U UHBIX
byHKIMH HHOOPMAITMOHHON CHCTEMBI

3NC.2 [[penoTBpamnieHne 3a1ep KU WU
MMPCPBIBAHUSA BBIITOJIHCHUS MTPOLECCOB C
BHICOKHM ITPHOPUTETOM CO CTOPOHBI
[IPOIIECCOB C HU3KUM MPUOPUTETOM

31C.3 ObecneueHne 3alUThl IEPCOHATBHBIX + + + +
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ITAaHHBIX OT PACKPBITHS, MOIU(DUKAIIMH U
HaBS3bIBAHUS (BBOJA JIOKHOMN
MH(OPMALIKN) TIPH €€ Tepeade
(MOATOTOBKE K Mepeaaye) Mo KaHajaam
CBSI31, IMEIOLIMM BBIXOJI 32 TIPEAEIIbI
KOHTPOJIMPYEMO 30HBI, B TOM YHUCIIE
OECIPOBOIHBIM KaHajIaM CBSI3U

31C.4

ObecnieueHe JOBEPCHHBIX KaHala,
MapIIpyTa MEXIY aIMUHUCTPATOPOM,
[0JIb30BATEJIEM U CPEICTBAMH 3aIUTHI
mHpopManuu (QyHKIMSAMHA O€30MaCHOCTH
CPEJICTB 3alTUThl HHPOPMAITUN)

3UC.5

3anpeT HeCaHKIIMOHUPOBAaHHOM yAaleHHOU
AKTUBALMK BUJEOKaMep, MUKPO(QOHOB U
MHBIX NTepU(EePUIHBIX YCTPOWCTB, KOTOPBIC
MOTYT aKTUBUPOBAThCS YJAJIIEHHO, U
OIIOBEILEHHE 10JIb30BaTENeH 00 aKTUBALIUK
TaKHX YCTPOWCTB

3HC.6

[lepenavya 1 KOHTPOJIb LEIOCTHOCTH
ATpuOyTOB OE30MIACHOCTH (METOK
0€301aCHOCTH ), CBSI3aHHBIX C
MePCOHATBHBIMU JIAHHBIMH, TP OOMCHE
MU ¢ UHBIMU UH()OPMAIIHOHHBIMU
cHCTEMaMHU

SUC.7

KOHTpOJIb CAaHKIIMOHUPOBAHHOTO U
MCKITIOUCHIE HeCAaHKIIMOHUPOBAHHOTO
HCIIOJIb30BAHMS TEXHOJIOTHI MOOUIBLHOTO
KOJa, B TOM YHUCJIC PETUCTPAIHAS COOBITHIHA,
CBSI3aHHBIX C HCIIOJIb30BAHUEM TEXHOJIOTHM
MOOMJILHOT'O KOJIa, MX aHAJIA3 U
pearnpoBaHue Ha HAPYIIECHUS, CBSI3aHHBIE C
MICIIOJIb30BAHMEM TEXHOJIOTHIH MOOMIIEHOTO
KOJIa

31C.8

KOHTpOJ'IL CAaHKIIMOHHUPOBAHHOT'O U
MCKIIFOYCHHUEC HCCAHKIITMOHUPOBAHHOTO
HCITOJIF30BaHUS TCXHOIOT U nepeaadun
p€4H, B TOM YHCJIC pCrucCTpanud CO6BITI/II>'I,
CBSI3aHHBIX C MCIIOJb30BAHUEM TEXHOJIOT UM
Mepcaaduun pCuu, UX aHaJin3 U pearupoBaHuC
Ha HAPYIICHUSA, CBA3AHHBIC C
LCIIOJIb30BaHUEM TEXHOJIOT UM nepcaauun
S84

31C.9

KOHTpOJIb CAHKIIMOHUPOBAHHOM U
MICKIIIOYCHHE HECAHKIIMOHUPOBAaHHOU
nepeaay BUACOMH(GOpMAIIUY, B TOM YUCIIE

ErUCTPAIHsI COOBITHI, CBSI3aHHBIX C
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nepeaayeil BUaeonHpopMaln, UX aHaIN3
1 pearupoBaHKe Ha HapyLIeHus,
CBSI3aHHBIC C Ilepefadyeit
BUICOMH(POPMALIUU

31C.10

[TonTBepk1eHNE TPOUCXOKIACHUS
MCTOYHUKA MHGOPMAIUH, [T0JIy4aeMoil B
[IPOLIECCE OIIPEIETIEHUSI CETEBBIX aPECOB
[0 CETEBHIM UMEHAM WJIN ONpeesieHuUs
CETEBBIX UMEH 110 CETEBBIM aJjpecam

31C.11

ObecnieueHye MOJUIMHHOCTH CETEBBIX
COEIMHEHUH (CeaHCOB B3aUMOJICHCTBU), B
TOM YMCJI€ JUIsl 3aIUThI OT OJIMEHbI
CETEBBIX YCTPOUCTB M CEPBHUCOB

31C.12

M cknroueHne BO3MOKHOCTH OTPULIAHUS
noJb30BaresieM (pakTa OTHPaBKU
[IEPCOHAJIBHBIX TaHHBIX IPYroOMy
[10JIb30BATENII0

31C.13

M ckIroueHE BO3MOXKHOCTH OTpULAHUSA
[10JIb30BAaTCIICM (baKTa MOJIy4YCHHA
MCPCOHAJIBHBIX JAHHBIX OT APYIroro
I10JIb30BAaTCIA

31C.14

crnonp30BaHUE YCTPOUCTB
TEPMUHAJIBHOTO JJOCTYMA JUIsl 00paboTKH
NMEPCOHAJIBHBIX TAHHBIX

31C.15

3amuTa apxMBHbIX (ailyioB, mapaMeTpoB
HACTPOMKHU CPEICTB 3alIUTHl HHPOPMAIUU
1 IPOTPaMMHOI0 00ECTIEYeHNs] U MHBIX
ITAaHHBIX, HE TIOJUIeXKAIINX H3MEHEHHUIO B
rporiecce 00pabOTKH MEePCOHATBHBIX
TAaHHBIX

3UC.16

BrisiBienue, ananus v OJJOKUPOBaHUE B
H(OPMAIIMOHHON CUCTEME CKPBITHIX
KaHAJIOB Tiepeaadu HHPOPMaIU B 00X0/T
[pEaM30BaHHbBIX MEP UJIU BHYTPU
a3peNIEHHBIX CETEBBIX MPOTOKOJIOB

31C.17

PazOuenne MHPOPMALMOHHOW CHCTEMBI Ha
CETMEHTHI (CETMEHTHPOBAHNE
MH(OPMAIIMOHHON CUCTEMBI) U
oOecrevyeHre 3aluThl IEPUMETPOB
CErMEHTOB MH(POPMALIMOHHOM CUCTEMBI

31C.18

ObecnieueHue 3arpy3Ky U UCTIOTHEHUS
[IPOTPaMMHOT'0 00ECTIeYeHHsI ¢ MAITMHHBIX
HOCHTENEH IepCOHANBHBIX JaHHBIX,
JIOCTYIIHBIX TOJIBKO JISA YTCHUA, U
KOHTPOJIb IIEJIOCTHOCTH JJAHHOTO

MPOrPaMMHOTO 00eCTICUeHUS
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31C.19

305151115 Ipo11eCCOB (BBIOJIHEHNE
porpaMM) B BbLIEICHHOM 00JacTu naMsITu

31C.20

3amuTa 0eCrpOBOIHBIX COSTUHEHUN,
MPUMEHSIEMBIX B UHPOPMAIIMOHHOM
cucreMe

XIV. BolsiBneHne HHIUJEHTOB U pearu

oBanue Ha HuX (MHII)

VHIL 1

OHpe,I[eJ'ICHI/IC JIML, OTBE€TCTBCHHBIX 3a
BbISABJICHUC MHIUACHTOB U pCarupOBaHUuC
Ha HUX

+ +

MHIL .2

O0HapyxeHue, ACHTU(OUKALHS U
ETUCTPAIUS HHITUICHTOB

MHIL3

CBoeBpeMeHHOE HH()OPMUPOBAHKE JIHII,
OTBETCTBCHHBIX 32 BBISBJICHUE WHIIMCHTOB
1 pCarupoBaHUC HA HUX, O BOBHUKHOBCHHUU
MHIMACHTOB B MH(POPMAIIMOHHON cUCTEeMe
MM0JIb30BATC/ISIMU M aIMUHHUCTPATOpPAMU

MHIL .4

IAHaM3 UHIUACHTOB, B TOM YHCIIE
OIpEAECICHUE NCTOYHUKOB U TPUYUH
BO3HUKHOBEHHUS MHIIMICHTOB, a TAKXKE
OIICHKA WX ITOCJICACTBHH

VIHIL.S

[IpuHATHE MEp IO YCTPAaHEHUIO
[1OCJICICTBUM UHIIUJICHTOB

MHIL6

[[maHrpoBaHME U IPUHATHE MEDP I10
[IPEAOTBPALIEHUIO [IOBTOPHOT'O
BO3HMKHOBEHHsI HHIIMJICHTOB

XV. Vnpasienue koHpurypauueit uHGopMaIoHHO! cuc

naHHbIX (YK®)

TCMBI U CH

CTCMBbI 3alITUTHI IIEPCOHAJIBHBIX

YK®.1

OrnpeneneHue Juil, KOTOPBIM pa3pelieHbl
NMENCTBUS 110 BHECEHUIO N3MEHEHUN B
KOH(UTYpaIo HHPOPMAITHOHHOM
CUCTEMBI M CHCTEMBI 3aIUTHI
MEPCOHAIBHBIX JTAHHBIX

+

+ +

YK®.2

'YrpaBieHrne U3MEHEHUSIMH KOH(UTYpaiiu
H(OPMaLlMOHHON CUCTEMBI i CHCTEMBI
3allUThI IEPCOHAIBHBIX JAHHBIX

YK®.3

AHAJIM3 TTOTEHITUAITBHOTO BO3ACHCTBHS
MIAHUPYEMBIX U3MEHEHUN B
KoH(puUryparuu HHHOPMAITMOHHON
CHUCTEMBI M CHCTEMBI 3aIlIUTHI
MePCOHATBHBIX JJAaHHBIX Ha 00ecrieueHne
BalUThI TEPCOHATBHBIX JAaHHBIX U
COTJIACOBAaHHUE U3MEHEHUI B
KOH(pHUTyparyu HHPOPMALUOHHOM
CUCTEMBI C JIOJKHOCTHBIM JIUIIOM
(pabOTHUKOM), OTBETCTBEHHBIM 32
oOecnieueHrne 6e30MacHOCTH




'.' L1 HAITHOHAJIBHBIH LIEHTP
r AKKPEIIUTALIUHA

& R v arrecTanmn
[epCOHAIBHBIX JTAHHBIX
YK®.4 JloxymeHTHpOBaHUE HHGOPMAITHT + + +
(TaHHBIX) 00 U3MEHEHUSIX B KOH(pUTYypanun
MH(POPMAIIMOHHON CUCTEMBI U CHCTEMBI
BalUTHI IEPCOHAIBHBIX JaHHBIX
"+" - Mepa no obecrieueHHI0 0€30MAaCHOCTU MEPCOHANBHBIX JAHHBIX BKJIIOYEHA B 0a30BbIi HAOOp
Mep JIJIsl COOTBETCTBYIOIIETO YPOBHSI 3alIUIIIEHHOCTH MTEPCOHATIBHBIX JaHHBIX.
Mepsl 110 obecredeHn0 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX, HE 00O3HAYCHHBIC 3HAKOM '+,
NPUMEHSIOTCS TIPU ajanTaiuu 0a30BOro Habopa Mep M YTOYHEHHH aJalTHPOBAHHOTO 0a30BOTO

Habopa Mep, a TaKke MpHU pa3paboTKe KOMIEHCHPYIOMIMX Mep MO 00ecrnedeHur0 0e30MacHOCTH
MEPCOHAIIbHBIX JIAHHBIX.




